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Abstract

Cryptographic agility, migrating to stronger algorithms, is a
prerequisite for DNSSEC’s long-term security, yet it is stuck:
almost all signed domains use a single algorithm. Cipher-
suite negotiation needs changes at both ends and hence has
still not been deployed. We reframe the deadlock as infer-
ence rather than negotiation: the capabilities of a resolver
can be inferred from its query. Our key observation is that a
nameserver can predict the strongest algorithm the resolver
accepts from queries and serve that unilaterally, with no
resolver-side change. The prediction is performed by a ca-
pability oracle, which can be instantiated with any method
that predicts which algorithms a resolver validates, e.g., a
learned classifier. We implement the oracle using an off-the-
shelf random forest, and show experimentally that it predicts
per-algorithm support at Matthews Correlation Coefficient
(MCC) = 0.88. On queries the forest has not previously seen,
serving Ed448 fails for 1% of queries from validating resolvers
instead of 54.5% with a naive baseline, i.e., serving Ed448 to
every validating resolver, with no oracle.

Inference matches a plain dual-signed zone’s availability
while shrinking responses and reducing the attack surface
and opening a migration path. Our proposal is downgrade-
resilient independent of predictor accuracy. The ideas in this
research extend to other migrations that lack negotiation.
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1 Introduction

DNSSEC secures Domain Name System (DNS) by signing
resource records, so resolvers can verify that answers are
authentic [4, 40]. Its long-term security depends on crypto-
graphic agility, retiring weak algorithms and adopting strong
ones as cryptanalysis advances and the post-quantum tran-
sition nears [41]. DNSSEC was designed to be agile: thirteen
signing algorithms are registered, and a zone owner may
sign with any subset of them [43, 66].

Agility has stalled. Almost all signed zones pin a sin-
gle algorithm (§3) [16], because signing with a stronger al-
gorithm that an old resolver does not recognize can break
resolution or, worse, downgrade the zone to unvalidated and
reopen it to cache poisoning [35, 36]. The textbook remedy,
cipher-suite negotiation [38, 39], needs new signaling at both
ends, and neither proposal was standardized or deployed.
The agility an operator can exercise today is bounded by the
weakest resolver it is unwilling to break.

Infer, don’t negotiate. A resolver already discloses its
capabilities implicitly, in the bits of every query it sends (its
source address and network, its EDNS options and advertised
buffer size). A nameserver need not be told which algorithms
a resolver supports; it can predict them. Agility, long treated
as a coordination problem, becomes a server-side inference
problem one party can solve unilaterally.

Contributions. We: (1) reframe DNSSEC algorithm agility
as a unilateral inference problem deployable without re-
quiring changes on the resolvers (§2-§4); (2) design our
mechanism: dual-signed zones, a stripping middlebox, and a
conservative-algorithm floor with a source-authentication
gate that make downgrade resilience independent of the ca-
pability oracle predicting what each resolver validates (§4,
§6); (3) instantiate the oracle with off-the-shelf trees and test
against behavioral ground truth: it reproduces direct tests
of four public operators, and on client sessions it has never
seen it reduces the failures of serving Ed448 from 54.5% to


https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3847290.3859949
https://doi.org/10.1145/3847290.3859949
https://doi.org/10.1145/3847290.3859949

HotNets "26, November 16-17, 2026, Salt Lake City, UT, USA

RSA ECDSA  EdDSA
Population 5 7 8 10 13 14 15 16

Open resolvers 99.9 100 100 100 98.4 984 85.1 21.8
Ad-network 99.6 99.6 99.7 99.7 975 974 70.8 33.9

Table 1: Algorithm support (% of validators), collapses
at modern EADSA algos - our targets for prediction.

1% (§5.2); (4) evaluate on ~10M resolvers showing that avail-
ability parity is the ceiling, and show what filtering offers
below it (smaller responses, a reduced attack surface, a mi-
gration path) (§5); (5) show that our proposal applies beyond
DNSSEC, and provide directions for future work (§7).

2 The Agility Deadlock

DNSSEC has barely exercised its algorithm choice.
Negotiation needs both ends. DNSSEC, unlike TLS or
IPsec, has no cipher-suite negotiation: the resolver does not
announce which algorithms it validates, and the nameserver
cannot ask. Proposals to add it introduce changes on re-
solvers and nameservers [38, 39]. Even the EDNS signal
of understood algorithms [19] saw little deployment, and
RFC 7696 presumes endpoints that negotiate [41]. Negotia-
tion would also need a downgrade defense: an EDNS signal
is unauthenticated, so an on-path attacker could rewrite it
to downgrade to a weaker algorithm.

“Sign with everything” is not free. Operational guidance
has zones sign with all advertized algorithms so any resolver
finds one it can validate [65]. Multi-algorithm zones inflate
responses, expose to fragmentation attacks [37], and mul-
tiply the resolver’s cryptographic work [33]. A 2025 cache-
flushing attack abuses oversized multi-algorithm signatures
to cut a resolver’s serving capacity to as little as 6% [6].
Stronger can mean weaker. An unrecognized algorithm
makes on the order of 45% of resolvers stop validating and
fall back to insecure resolution [34], and an adversary can
exploit the same transition to downgrade a signed zone to
insecure [35]. Operators therefore stay on the algorithm the
resolvers already handle, without a way to move before the
rest of the Internet does.

3 How Stuck Is Agility?

Our October 2026 census of DNSSEC deployment, run over
DNS-over-HTTPS shows:

Domains barely move. Of the Tranco top-20k only 9.99%
of domains are signed (DS and DNSKEY; in March 2024
we found 6.77% of the top-1M), and of the 1,437 top-level
domains 94.0% are signed (93.9% in 2024). Almost no zone
exercises agility: 98.7% of signed top-20k domains and 96.8%
of signed TLDs publish keys of a single algorithm. Ed25519
appears in 0.3% of signed domains and three TLDs, Ed448 in
none, while legacy RSA/SHA-1 (5, 7) persists in 3% of signed
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Figure 1: Dual-signed zone exposes one chain of trust
per algorithm (conservative a.=8 and modern a,,=16).
Each resolver follows the strongest chain it supports.

domains and three TLDs despite long-standing guidance to
retire it [53, 66], now a formal deprecation [30]. In addition,
39 TLDs now publish DS and DNSKEY records for both
RSASHA256 and ECDSAP256 (dual-signed configuration).
Resolvers are the obstacle. 27.19% of open resolvers from
port scans validate DNSSEC, as do the resolvers of 31.02%
of web clients we reached through an ad network, in line
with APNIC’s ad-based measurement [42]. Among validating
resolvers, all support the RSA and ECDSA algorithms, but
only 85.09% support Ed25519 (15) and just 21.78% support
Ed448 (16) (Table 1). This is the main obstacle to agility, and
the motivation for a per-resolver decision.

4 Infer, Don’t Negotiate

Our proposal replaces the missing negotiation with predic-
tion on the authoritative side. A zone is signed with two
algorithms. A capability oracle predicts, per query, which
algorithm the resolver can validate and the nameserver re-
sponds with that one. Our unilateral inference guarantees a
conservative selection, hence even a wrong answer does not
expose the resolver to a downgrade below a.. Capability or-
acle can be instantiated with an off-the-shelf forest as in our
earlier poster [32] and passive fingerprinting [2, 5, 29, 68].
Dual-signed zones. The operator signs the zone with a con-
servative algorithm a, that validating resolvers must support
(e.g., RSASHA256 or ECDSAP256, numbers 8/13 [31, 66]) and
a modern algorithm a,, they may not (e.g., Ed25519 or Ed448,
15/16), with DNSKEY, RRSIG and a parent DS record (Fig. 1).
A resolver that supports a,, validates the modern chain, one
that does not falls back to a., and only one supporting neither
fails, which the choice of a. makes rare.

The middlebox. The prediction and selection are performed
by a reverse-proxy middlebox between the backend name-
server and the Internet. The backend is unmodified and an-
swers every query with signatures for both a. and a,,; the
middlebox asks the oracle whether the querier supports a,
and on egress strips the de-selected algorithm’s RRSIGs, for-
warding a response signed only with the selected a;. All logic
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Figure 2: MCC per algo. and model over 10 query folds.
RF leads for every algorithm, XGBoost close behind,
with a wide margin over the non-ensemble baselines.

is in the middlebox, which can be deployed in a domain with
no change to zone-signing tools, nameserver or resolvers.
The response. We keep all DS and DNSKEY records and
RRSIGs over the DNSKEY set. For other record types we
keep only the RRSIG of the selected algorithm as when the
invariants of §6 permit stripping for that querier, and the
conservative RRSIG otherwise. Filtering can apply to the
queried records only (sigt) or also to DNSKEY queries (sigk),
and the zone can use a common signing key (csk) or split
KSK/ZSK (ssk). Filtering DNSKEY responses as well (sigk)
costs up to 14 points of query success when a,, is Ed448 (§5.3),
which is why (I1) of §6 leaves DNSKEY material unfiltered.
The key scheme changes query success by at most 3 points.

5 Does It Work?

We demonstrate feasibility experimentally, showing that sup-
port can be predicted, and availability is preserved.

5.1 Predicting support

Data and models. We label query features with ground-
truth support from three resolver populations: nine lab stacks
(BIND9Y, Unbound, PowerDNS, Knot Resolver, five Windows
Server variants), open resolvers from port scans, and 3,526
validating resolvers of web clients reached through an ad
network [42]. Each population resolves names under do-
mains we control, one zone signed exclusively with each of
the eight algorithms in RFC 8624 [66]. A query is labeled
supported only when the resolver validated that zone’s al-
gorithm, and insecure fallback counts as unsupported. Each
test zone carries deliberately invalid signatures, so a resolver
that validates its algorithm answers SERVFAIL and one that
does not, returns the record. Features come from the packets
our nameservers receive: the IP TTL, DF bit, ToS and length,
the source address, its routed prefix, origin AS and region,
UDP length and source port, the DNS flags DO, CD and
AD, the QTYPE and the QNAME’s 0x20 case, the EDNS ver-
sion, buffer size, option count and the presence of COOKIE
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Algorithm Model TN TP FP FN P MCC
rsasha512 RF 52% 43% 4% 2% 44% 0.89

ecdsap256sha256 RF 52% 43% 4% 2% 44%  0.89
ecdsap384sha384 RF 52% 43% 4% 2% 45% 0.89
ed25519 RF 56% 38% 5% 1% 39% 0.88
ed448 RF 82% 14% 2% 1% 16% 0.89
rsashal RF 51% 44% 4% 1% 45%  0.89
rsashalnsec3shal RF 51% 43% 4% 2% 45% 0.89
rsasha256 RF 51% 44% 4% 2% 45% 0.88

Table 2: Best classifier per algorithm (test fold; cells
are % of test instances; positive = the resolver validates
the algorithm). P is the positive prevalence in the la-
beled query mix (TP+FN before rounding). MCC > 0.88
and FP<5% throughout on query-level folds (unseen
sessions: Table 3), including the rare Ed25519/Ed448.
Rows that coincide have nearly equal support preva-
lence in the labeled mix and round to identical cells.

and ECS options, and per-packet IP ID, DNS ID and check-
sums. Predicting support is tabular classification over mixed
categorical and numeric fields. We use off-the-shelf tree en-
sembles, a standard choice for such data [28], because they
need little tuning and expose feature importances, which
§5.2 uses to check what the oracle relies on. A domain op-
erator is free to choose any other classifier (§4). We com-
pare Random Forests [9] and XGBoost [14], so agreement
between bagging and boosting shows the result is not an
artifact of one method, against a single CART tree [10], k-
NN and a majority-class dummy. We evaluate under 10-fold
cross-validation and report the MCC, which, unlike accuracy
or Fy, stays near zero for a constant predictor under class
imbalance [15]. We apply SMOTE [13] oversampling and
the median-importance feature selection to the training fold
only, so neither can leak into the score. Each forest has 100
trees, the share of features tried per split (0.3 to 0.9) is set
by a randomized search with nested 3-fold cross-validation,
and features below the median importance are dropped. The
errors have different implications: positive means that the
resolver validates the modern algorithm ap,. A false posi-
tive serves a,, to a resolver that cannot validate it, hence
it returns SERVFAIL. A false negative serves the conserva-
tive a. to a resolver that could have validated a,,: the query
succeeds, but the migration to the stronger algorithm failed
for that resolver. The decision threshold maximizes MCC
on the training fold, which weighs both errors. Because a
false positive affects availability, a deployment should raise
the threshold until failures fall below a budget, which we
evaluate in §5.2 with a budget of 1%.

Results. Random Forests are best for every algorithm, XG-
Boost a close second, with a wide gap to the non-ensemble
baselines (Fig. 2). The best per-algorithm classifiers reach
MCC> 0.88 on query-level folds with false positives at most



HotNets "26, November 16-17, 2026, Salt Lake City, UT, USA

5% of test queries (Table 2), including the rare Ed25519 and
Ed448. A false positive harms only resolvers that validate a.
but not a,,. A non-validating resolver simply ignores signa-
tures. The positive prevalence (column P) is a property of
the query mix, which over-represents validators: validating
resolvers send 44% of the queries to our RSASHA256 control
zone, while 27-31% of resolvers validate (§3).

5.2 Ground Truth and Unseen Clients

A resolver’s software family is leaked in its queries, which is
what passive fingerprinting exploits [5, 29], but whether it
validates Ed448 also depends on build options and its crypto
library, so two resolvers that send identical queries can differ.
We therefore test the oracle against behavioral ground truth,
what a resolver demonstrably validates.

Known operators. For Google, Cloudflare, Cisco OpenDNS
and Neustar, the forest’s out-of-fold predictions agree with di-
rect tests for RSASHA256, Ed25519 and Ed448 in all 12 cases.
Re-tested over DNS-over-HTTPS in October 2026, Google
and Cloudflare validate nine Ed25519-only zones but treat
the .no registry’s Ed448 test zone as insecure (Cloudflare:
EDE 1), while Cisco OpenDNS validates both, as the for-
est predicts. Since these operators appear in training, both
checks show that our labels are right and that the forest has
learned these operators. To show that it predicts resolvers it
has not seen, we measure with the grouped folds: on unseen
queries MCC is 0.70 for Ed25519 and 0.47 for Ed448 (Table
3), and with a 1% failure budget serving Ed448 fails for 1% of
queries from validating resolvers.

What the forest uses. Permutation importance reveals
which features influence the forest’s predictions. For Ed25519
the strongest feature is the EDNS buffer size (0.35), a default
that resolver software sets and has changed across versions.
Summed over the DNS and EDNS fields the drop is 0.38,
against 0.27 for the identity features, and the IP TTL, which
the operating system sets, adds 0.15. For Ed448 the iden-
tity features dominate (0.74, the AS alone 0.56), followed by
the IP TTL (0.23) and the buffer size (0.16). The forest thus
tracks the software where support follows the software, as
for Ed25519, and falls back on which networks run capable
resolvers where support depends on build options, as for
Ed448. The randomized per-packet fields carry 0.08, mostly
through the IP checksum, computed over the source address,
TTL and IP ID. Retrained without these fields, the forest still
reaches MCC 0.85-0.88 on query-level folds (0.87-0.90 with
them in the same re-run) and does better on unseen sessions,
0.72 for Ed25519 and 0.58 for Ed448 against 0.70 and 0.47.
These fields help the trees memorize networks already seen.
What each split measures. Query-level folds split individ-
ual queries at random, so a test query usually comes from a
resolver the forest has already seen: 94%-96% of test queries
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Ed25519 Ed448

MCC, query-level folds 0.89 0.90
MCC, unseen source addresses 0.70 0.58
MCC, unseen sessions 0.70 0.47
without identity features 0.64 0.38
identity features only 0.69 0.57
MCC, unseen routed prefixes 0.49 0.26
Failures, a,, served to all 9.2% 54.5%
Failures / reach, MCC threshold 2.1%/83% 2.1%/ 56%
Failures / reach, 1% budget 1.0% / 46% 1.0% / 49%

Table 3: RF as oracle on sessions, addresses and pre-
fixes absent from training (10 grouped folds per split).
Failures: share of queries from RSASHA256-validators
that get a,,, but cannot validate it. Reach: share of the
validators of a,, that receive it.

come from source addresses that also appear in training.
These folds therefore measure how well the forest predicts
known resolvers. That is the situation of a nameserver that
retrains regularly on its own traffic, as long as most resolvers
that query it keep coming back. Grouped folds measure net-
works the forest has not seen. Every query name carries the
token of the client session that triggered it, so we split by
session, by source address and by routed prefix. No group
contributes to both training and test (Table 3). One resolver
can use many addresses, so address-disjoint folds are opti-
mistic; a held-out prefix removes whole kinds of resolvers,
so prefix-disjoint folds are pessimistic, and sessions share re-
solvers (65-69% of test queries still come from addresses seen
in training). On unseen sessions MCC is 0.61-0.65 for RSA
and ECDSA, 0.70 for Ed25519 and 0.47 for Ed448, inside the
range the two bounds span. The gap to the query-level score
bounds from above how much the forest relies on networks
it has seen. With few large groups the folds also vary (stan-
dard deviation 0.18 for Ed448 on sessions). On new sessions
the identity features (address, prefix, AS, region) alone do as
well as all features or better, because large resolvers recur
across clients. Without them, Ed25519 keeps MCC 0.64, a
signal carried by the queries and not by who sends them.
Serving costs. MCC weighs both errors alike, but only a
validator of a. can fail on a modern answer. Among queries
from sessions that validate RSASHA256 (most of their control
queries fail on the invalid zone), serving Ed448 to everyone
fails for 54.5%. The forest, on sessions it has never seen,
fails for 2.1% and reaches 56% of the validators that support
Ed448. A failure budget of 1%, set on the training folds and
frozen before testing, holds on average over the test folds (1%,
standard deviation 1.1 points) and still reaches 49% of them;
within RSASHA256-validating sessions, 95% of the queries it
serves Ed448 to, originate from resolvers that validate it.



Infer, Don’t Negotiate: Unilateral ML-Based Cipher Selection for DNSSEC

Algorithm RRSIG sig. DNSKEY key
RSASHAZ256 (8) 256 260
ECDSAP256 (13) 64 64
ECDSAP384 (14) 96 96
Ed25519 (15) 64 32
Ed448 (16) 114 57
ML-DSA-44 2420 1312
Falcon-512 752 897
SPHINCS*-128s 7856 32

Table 4: DNSSEC sizes (bytes). The lower block gives
post-quantum (pq). Stripping the de-selected RRSIG
saves its signature size per RRset: a few bytes for an
all-ECC pair, hundreds for an RSA a., kbytes for pq a,,.

5.3 Feasibility Evaluation on the Internet

We measured 10M open-resolver addresses, resolving names
under domains we control, and compared query-success
rates across signing strategies and filter placements (Fig. 3).
Rows combine three trained models (A, B1, B2). A uses the
query features of §5.1, B2 only features that encode each
query’s membership in clusters of similar queries, and B1
uses both, a constant-positive baseline c+ (always ap,; an up-
per bound on false-positive damage), a constant-negative c—,
and nil, which serves both algorithms unfiltered (the same
zone without our mechanism). Columns vary the a./a,, pair,
the key scheme (csk/ssk), and the filter placement (sigt/sigk).
An inference-driven zone reaches up to 98.77% query suc-
cess, close to that of an unsigned domain (99.08%) and an
RSASHAZ256-only domain (98.64%). The same zone without
the filter (nil) reaches 98.93%, within run-to-run variation.
nil is the availability ceiling, determined by capable resolvers
that can validate dual-signed zones without our mechanism.
What does filtering offer beyond nil? Notably a smaller
response: each signed RRset carries one signature instead of
two. Size: dropping an RSASHA256 signature frees 256 bytes
per RRset against the UDP/MTU limit that drives fragmenta-
tion and amplification [20, 64], and a post-quantum a,, frees
kilobytes (Table 4), often the difference between a UDP an-
swer and a forced TCP fallback. Attack surface: the resolver
holds one algorithm’s material, so it cannot be driven into
KeyTrap-style downgrade [33]. The “sign-with-everything”
zone we measure has far worse availability (91.28%) and
the slowest latency. Migration: nil must always serve ac,
whereas inference makes the per-resolver decision, so the
operator can count served-modern answers and the failures
they cause, and retire a, once probes of the resolvers show
that they too validate a,, (§6). Inference is the only option
that provides availability, shrinks the response, and yields
a retirement signal. The placement and scope of inference
affect the result: DNSKEY material must stay unfiltered (§6).

HotNets '26, November 16-17, 2026, Salt Lake City, UT, USA

AB15 0.9817 0.9801 0.9801 0.9786
A816 0.9709 0.9679 3 | O¢
A1315 0.9863 0.9817 0.9832
A13-16 0.9817 0.9755
B18-15 0.9877 0.9817 0.9772 0.9802 -9
B18-16 0.971 0.9817 0.9497 0.9526
811315 0.9877 0.9847 0.9817 0.9832
8113-16 0.9817 0.9756 0.9479 0.9589
82815 0.9847 0.9832 0.9802 0.9832
821315 0.9863 0.9848 0.9816 0.98

B213-16 0.6662 0.688 0.6034 0.596

815 0.9863 0.9817 0.9847 0.9817

0.9756

816 0.9893 0.9832 0.9847 0.9832 0.7
1315 0.9893 0.9909 0.9833 0.9863
¢ 1316 0.9848 0.9832 0.9894 0.9832

c+815 0.968 0.9695 0.9665 0.9665

c+816 0.4787 0.4741 0.4764 06

c+13:15 0.9725 0.9679 0.968 0.9603

c+13-16 0.4734 0.4726 0.4741 0.4778

nil 815 0.9756 0.9771 0.9831 0.974

nil 816 0.9725 0.9786 0.974 0.9755
nil13-15 0.9878 0.9893 0.9893 0.9801 05
nil13-16 0.9893 0.9893 0.9817 0.9817

sigt + csk sigt + ssk sigk + csk sigk + ssk

Figure 3: Query success across model configurations
(rows) and key scheme/filter placement (columns).
Most configurations are near the ~0.98 baseline; sigk
and aggressive modern-only selection degrade.

Per-query inference adds little delay: response times track
the unsigned and single-algorithm baselines (most within
~15). Only the sign-with-everything zone is slower.

5.4 Caching and Shared Resolvers

DNS uses shared caches: a validator replays the RRset it
receives to other clients. In the common topology the querier
is the validator, serving non-validating stubs (CD= 0), so the
resolver we predict is the one the cached entry must match.
Therisk is a forwarder that caches without validating, in front
of heterogeneous downstream validators with weaker support.
Such structures are common [50, 58]: > 90% of forwarding
resolvers sit behind under 5% of the resolvers [67], and most
resolvers cache DNSSEC records without validating [16, 49].
The invariants of §6 cover this case: predict on the node that
sets DO and validates, bias forwarder-like queriers to a., use
EDNS Client Subnet [17] only as a tie-breaker, and keep the
conservative RRSIG on every RRset a downstream validator
might re-serve, including the NSEC/NSEC3 proofs [23].

6 Security Against Downgrade

Negotiated protocols are the classic target of downgrade
attacks [7, 8], and TLS detects tampering by authenticating
the handshake transcript [52]. Inference has no transcript:
its inputs are unauthenticated query fields. We therefore
state a floor guarantee against DNSSEC’s standard on-path
adversary and a weak off-path adversary, which is not based
on input authenticity.

Spoofable inputs. The oracle’s inputs are unauthenticated,
and even an off-path adversary can forge DNS packets [37,
47], so an attacker can craft queries that steer the predic-
tion [3, 54]. We make that steering harmless.

What an attacker gains. A false positive (modern predicted
but unsupported) yields a response the resolver cannot vali-
date, SERVFAIL: DoS an on-path attacker can already cause.



HotNets "26, November 16-17, 2026, Salt Lake City, UT, USA

Prediction state must therefore be uncached or unforgeable,
or one spoofed query could make that DoS persistent. A
false negative serves the conservative a., which validating
resolvers must support. Neither drops the zone below a.,
the dual of the resolver-side downgrade of [35], where the
adversary strips DNSSEC to insecure.

A conditional floor guarantee. Invariants: (I1) The parent
always publishes a valid conservative DS and inference is
never applied to DS or DNSKEY material, so the DNSKEY set
keeps the conservative key and a conservative RRSIG (this
is why filtering DNSKEY queries, sigk, collapses availability,
§5). (I2) Every signed RRset a validator may see (answers,
wildcards, and NSEC/NSEC3 denial proofs, including those
re-served from a shared cache, §5.4) keeps at least the con-
servative RRSIG unless the recipient is predicted to be both
modern-safe and a terminal validator with homogeneous
cache scope. A re-serving forwarder, or any querier we can-
not confidently place, gets the conservative RRSIG. (I3) a, is
a currently-strong mandatory-to-implement algorithm. (I4)
Prediction state is not settable by a forged query. (I5) The
conservative RRSIG is stripped only for a source whose ad-
dress has been confirmed by a completed DNS Cookie or
TCP exchange [21], so an off-path spoofed query [47] cannot
trigger a downgrade. The same TC-to-TCP escalation POPS
uses against poisoning shows this gate is server-side and
unilateral [1], at the cost that the first, unconfirmed query
from a source is served conservatively.

In invariant (I2), mixing NSEC and NSEC3 denial within a

zone is insecure, and five resolvers and a forwarder cached
the misleading proof [69]. Placement, whether a querier val-
idates itself, is probed, without relying on spoofable query
bits: a validator resolves a correct name and rejects deliber-
ately misconfigured ones [49]. Its failure modes (topology
drift, anycast, hidden downstreams) are treated conserva-
tively and raise only the fallback rate.
Safety does not rely on prediction accuracy. Because (I1)-
(I5) hold for every prediction of the oracle, a wrong, drifted, or
adversarially evaded prediction costs at most a fallback to ac,
which impacts only availability. Evasion by input shaping [3,
54] thus stays inside the DoS threat model we already accept,
and the predictor need not be adversarially robust for the
mechanism to be safe. Its accuracy is an availability property,
which §5.2 quantifies on unseen client sessions.

Claim. If (I1)-(I5) hold and validators fail closed on modern-
only answers they cannot verify, then for every adversary
strategy the forced state is availability loss or fallback to ac,
but not below a.: the mechanism is downgrade resilient [8].
The fail-closed premise is what the DNSSEC standard re-
quires. A modern-only answer is an ordinary single-algorithm
signed answer, and a validator that cannot build a chain
must return SERVFAIL, not insecure [4]. A resolver drops
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to insecure only when it supports none of a zone’s DS al-
gorithms [65]. (I1) always publishes a conservative DS it
does support, so a missing a. RRSIG is bogus, not insecure,
which resolves the tension with §2. RFC 6840’s mandatory-
algorithm rules bind signers, not validators, so no validator
rejects an answer for a missing algorithm’s signature [65].
Single-RRSIG validation is also the common path: about 99%
of signed zones use one algorithm (§3). What remains is to
confirm that no resolver version regresses from this behavior,
including under aggressive NSEC re-use [23].

The fallback rate is bounded by ecosystem base rates. With

~27-31% of resolvers validating (§3) and 85% of those sup-
porting Ed25519 (far fewer Ed448, Table 1), at most ~23% of
queries can be served Ed25519 today and ~6-11% Ed448; the
placement and authentication gates only lower these bounds.
Every fallback is safe, and the served-modern share rises
with adoption. That share is not the signal to retire a.: an
oracle that answers “modern” to everyone maximizes it, and
one that answers it only to capable resolvers sees no failures
while the others stay on the floor. Retirement requires ev-
idence about the resolvers still served a.: probes with test
zones signed with a,,, alone, as in §3.
Attacks on the model. Membership inference [60] and
model extraction [27] expose no signing secret. The concern
is data poisoning [26], an adversary corrupting the features or
labels we collect. By the decoupling above, even a poisoned
model cannot force a state below a, so poisoning is an avail-
ability attack. De-selection also blunts the KeyTrap [33] and
cache-flushing attacks, where LAPRAD inflates a 449-byte
response into 65KB [6].

7 Generalizing Unilateral Inference

“Infer, don’t negotiate” requires four preconditions (Table 5):
(1) capability differs across peers, (2) negotiation is undeploy-
able because both ends must change at once [41], (3) one
party can serve several variants and select per peer, and
(4) a safe default exists, so a wrong guess degrades to a floor.
DNSSEC satisfies all four. In addition to DNSSEC, other pro-
tocols can also benefit from unilateral inference. We provide
examples for selected systems (Table 5).

DKIM: RFC 8463 obliges DKIM verifiers to implement
Ed25519, yet tells signers they “can add multiple signatures
that use old and new signing algorithms” [45], DKIM’s sign-
with-everything [18]. A sender that signs per destination
domain could keep RSA as its floor and add Ed25519 only
where it predicts a capable verifier. Forwarding and mailing
lists take the role of the shared caches of (12).

Software-update repositories: when a server hands each
client a signed object, the Update Framework (TUF) meta-
data may carry several signatures, a role requires only a
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threshold of them, and TUF “is not restricted to any partic-
ular signature schemes” [12, 55]. If each algorithm’s keys
alone meet the threshold, a repository can sign with a classi-
cal and a post-quantum key and serve each client only the
signatures it verifies. The client names its software in the
User-Agent, which servers already use to “tailor responses
to avoid particular user agent limitations” [22], and mirrors
and CDNs take the role of the shared caches of (I2).

OCSP has standardized the pattern: a responder may se-
lect “the signature algorithm used to sign the OCSPRequest”,
and otherwise “a mandatory or recommended signature al-
gorithm” [56], which is inference with a floor. An S/MIME
sender can sign per recipient, since the SMIMECapabilities
attribute of earlier messages lists the “signature algorithms”
a peer handles [57], a hint like DAU.

RPKI would operate two parallel hierarchies, one per al-
gorithm suite, whose products “SHOULD be stored at inde-
pendent publication points” [24]. A repository Server would
publish instances of each object signed with different al-
gorithms. A relying party (RP) that fetches objects from a
repository hosting both suites thus would have to download
both, a cost that grows with post-quantum signatures. A
server that knew which suite an RP validates could hand
it only the signed objects belonging to that suite (its CA
certificates, manifests, CRLs and ROAs) and the old suite,
as the floor, to any RP it cannot place. RRDP recommends
that RPs send a User-Agent header naming their software,
since it is “useful to track capabilities of Relying Parties” [11],
and HTTPS carries it. The same log gives the procedure the
retirement signal it lacks: its timetable fixes the phase dates
in advance, and “the timetable MUST be reissued” if “many
RPs might not be ready” [24].

8 Can Hints Replace Inference?

Any hint a DNS resolver sends about its algorithms faces
general obstacles. RFC 6975 lets a validating resolver list the
algorithms it understands in an EDNS option (DAU) [19].
None of the 347,962 labeled queries from 9,737 resolvers in
our data carries it, and the RFC rules out our use: the options
“MUST NOT trigger any special processing (e.g., RRSIG filter-
ing in responses) on the server side” [19]. Deployment: a hint
helps only once resolvers send it by default. The resolvers
that matter most are the old ones that are never updated and
do not implement any newly deployed algorithm, hence they
will not send it. This use case is exactly where inference is
needed most. Authentication: DNSSEC does not sign queries,
so an off-path attacker can forge a hint and an on-path one
can strip or rewrite it. Further problems include privacy, e.g.,
the list can identify the validator; interoperability with in-
termediate resolvers, e.g., a forwarder sends the union of its
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Migration (1) (2) (3) 4)

DNSSEC, RSA/ECDSA — EdDSA v/
DNSSEC, classical — PQ
DKIM, RSA — Ed25519
Update signing (TUF)
OCSP responses
S/MIME signatures
RPKI, RRDP repository

Table 5: Preconditions (1)-(4) of §7.

SN
NN NN
NN NN
NN NN

own and its client’s list, possibly with algorithms the resolver
does not validate. Hints therefore leave (I1)-(I5) unchanged.

The same obstacles recur in other systems. A hint can be
forged and deployment and interpretation challenges also re-
main: old peers send no hint, an S/MIME list is “a partial list”,
a User-Agent names software rather than its configuration,
and every list fingerprints its sender.

9 Related Work

Agility and negotiation. Measurements document slow,
skewed adoption and the hazards of changing cryptographic
material at scale [16, 48]. Negotiation has both ends agree
on an algorithm [38, 39, 41, 66], including for post-quantum
DNSSEC [61]; global measurement, for example by the Root
Canary [63], observes capability but does not act. Whereas
our preliminary poster [32] explored ML-based capability
prediction, this work develops a pipeline for unilateral algo-
rithm selection, with an explicit security architecture that
separates downgrade protection from prediction accuracy,
while treating the capability oracle as a replaceable compo-
nent that can use different inference methods or classifiers.
Post-quantum. PQ schemes fit heavier algorithms into
DNS by request- and QNAME-based fragmentation [25, 51],
on-the-fly signing [44, 62], or dual classical-plus-PQ signa-
tures [59]; TLD-scale study reports the same pressure against
the 1232-byte UDP buffer, with only Falcon-512 close to de-
ployable [46] (sizes in Table 4). All hand every resolver the
same large response, and those without a downgrade expo-
sure need resolver-side support. Unilateral inference does
not require changes at the resolver.

10 Conclusion

A decade of negotiation proposals could not move DNSSEC
off its weakest algorithm. A nameserver can instead infer
the strongest algorithm a resolver accepts and serve it uni-
laterally. The unilateral inference ensures agility whatever
the capability oracle answers, and an off-the-shelf forest is
already a usable oracle: on unseen client sessions, Ed448
reaches half of the queries from its capable validators at 1%
failures. Availability stays at the dual-signed ceiling while
responses shrink and a migration path opens.
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