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Abstract

Modern cloud infrastructure uses various controllers (de-
ployed within service meshes and orchestrators like Kuber-
netes) that assist applications with scheduling, auto-scaling,
load-balancing, etc. Knowledge of certain application proper-
ties or insights can enable these controllers to better optimize
performance. However, today, controllers either treat the ap-
plication as an opaque box, or adopt a piecemeal approach to
extract specific insights from specific applications. We argue
that the emergence of LLM agents changes this dynamic.
It is now feasible for the infrastructure to understand the
application, in a general and flexible sense. We explore the ar-
chitectural implications of this shift. We envision an applica-
tion insight plane (AIP) that leverages LLM agents to extract
useful insights from any given cloud application through rea-
soning across code, configuration, telemetry, analysis tools,
and controlled experiments. AIP makes these insights avail-
able for reuse across cloud controllers and Al agents.

We evaluate an example of this approach by testing one
LLM-based concurrency-model extractor on eight disparate
microservice applications, and by showing how this insight
enables a controller to reduce a service’s tail latency by up
to 30%. Realizing this vision raises open questions: which
insights to standardize, how to keep them valid as applica-
tions change, and how to extract and share them without
compromising privacy or security.
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1 Introduction

Cloud infrastructure has traditionally offered generic re-
sources and mechanisms, leaving applications and their de-
velopers to adapt around them. Developers specify resource
needs and replica counts in deployment configurations, tune
thread and connection pools, and implement queues, retries,
admission control, or backpressure to handle overload and
resource variability. In recent years, some of this adaptation
logic has moved out of applications and into the infrastruc-
ture via cloud controllers such as schedulers, autoscalers, load
balancers, and overload controllers [12]. This shift has re-
duced developer burden and made common mechanisms
reusable across applications. But while the logic moved,
application-specific knowledge did not. Properties such as
call structure, execution behavior, and resource demands re-
main buried in code, configuration, and operator experience.

Certain controllers do try to infer application properties,
largely via external observation of metrics, logs, traces, and
RPC events. One commonly used property is the applica-
tion’s call graph, which informs overload control, routing,
tracing, and critical-path analysis [56, 64, 77, 79]. Another is
its resource profile, which informs autoscaling, resource allo-
cation, request routing, and cluster scheduling [15, 44, 56, 65].

But broadly, cloud controllers’ knowledge of applications
remains limited, in two ways. First, such knowledge is be-
spoke rather than general purpose. Each controller typically
extracts the particular property needed for its own decision,
using specific methods and representations that other con-
trollers cannot easily reuse. Some also rely on application
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instrumentation, developer annotations, or assumptions tied
to a particular language or runtime. The result is fragmented
application knowledge rather than a reusable understanding
that can support a broader range of applications and control
tasks. Second, many useful application properties are difficult
for cloud controllers to extract. For example, Envoy’s adaptive
concurrency filter [25] searches online for an upper limit on
the number of in-flight requests. Knowledge of the service’s
execution model, such as its worker pool, queue limits, or
blocking behavior, could give the controller a better starting
point and constrain its search, but this information is hidden
inside application code. As another example, a load balancer
could perform much better if it knew which request types
are latency-sensitive, but that information might only appear
in design and requirements documentation.

This paper is centered around a simple thesis: cloud in-
frastructure should understand the applications it manages.
That is, infrastructure should have explicit, queryable knowl-
edge of application structure and behavior, like call graphs,
concurrency limits, resource demands, and performance re-
lationships. The thesis rests on two key arguments.

First, we argue that application properties, rather than
being discovered piecemeal across today’s fragmented land-
scape of controller-specific extractors, should be treated as
a coherent class of reusable knowledge that any cloud con-
troller can query to make informed decisions. We refer to
these properties as application insights. They capture how
an application is structured, how it executes requests, and
how its workload and resource demands shape performance.
In §2, we present a taxonomy that organizes them into two
classes: structural insights, such as call graphs and concur-
rency models, and performance insights, such as resource
profiles and workload-to-performance relationships.

Second, we argue that we are at an inflection point where
generic extraction of application insights is practical. Tradi-
tional methods were limited mostly to external observation,
and even then required a custom analyzer for every appli-
cation and property. Today, LLM-based agents change what
is practical. As we discuss in §3.1, they can reason across
multiple types of input: static artifacts such as source code,
configuration, and documentation; runtime evidence such
as logs, metrics, traces, and events; and active observations
produced by analyzers, load generators, or controlled exper-
iments. Critically, LLM agents can also select, combine, and
invoke existing tools (e.g., profilers), adapt them to an appli-
cation’s characteristics, form hypotheses about its behavior,
and run targeted experiments in a sandbox. They can there-
fore combine application-specific reasoning with specialized
analyzers, supporting a wider range of insights and applica-
tions without a new end-to-end pipeline for every case. This
creates an opportunity to make application understanding a
shared, general-purpose capability of cloud infrastructure.
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We tap into this opportunity and propose an Application
Insight Plane (AIP) — a framework for extracting relevant
insights from any given application and making them easily
available to different cloud controllers. AIP organizes special-
ized insight providers behind a common discovery and query
interface. Each provider maintains one family of insights,
combining LLM-based reasoning with specialized tools as
the application requires, and records each result together
with where it applies, how it was derived, and when it should
be updated. The resulting insights can be reused by conven-
tional controllers, Al agents, and human operators — the
plane’s consumers — while each consumer remains free to
decide how to act on them. What distinguishes AIP from
today’s bespoke extractors is this treatment of application in-
sights as a shared class of knowledge that the infrastructure
keeps scoped, valid, and reusable as the application changes,
rather than as the private output of one controller.

Building such a plane, however, raises four challenges
that assembling existing analyzers behind an API would not
solve. Generality. A provider must recover an insight, such
as a concurrency model, from a Java thread pool, a Python
worker pool, or a Node.js event loop alike, or abstain when
the evidence is insufficient. Validity. An inferred property
can be wrong, incomplete, or valid only under particular con-
ditions. For example, a service’s concurrency limit depends
on whether its thread pool or its database connection pool
saturates first, which varies with request mix. A limit set too
low throttles the service, so a wrong insight can be worse
than none and a consumer must know when one applies.
Reuse. Providers and consumers are developed indepen-
dently, so an insight must not presuppose how a consumer
will use it: a concurrency model extracted once should serve
both an overload controller limiting in-flight requests and
an autoscaler scaling replica counts. Trust. Tenants may not
want to expose code, configuration, and telemetry to the
cloud operator, derived insights can reveal implementation
details, and a provider that reads repositories and logs can
be manipulated by instructions planted in them. Each chal-
lenge concerns a different point in an insight’s life: how it is
extracted, whether it still holds, where it applies, and who
may access it. The difficulty is thus not only in producing an
insight once but in maintaining it throughout its lifecycle.
AIP offers initial mechanisms for this (§3), and §5 lays out
the research agenda.

As a first step, we evaluate one provider end to end in §4
to gather preliminary evidence that insights can be general
and useful. We test whether an LLM-based concurrency in-
sight provider can recover worker pools, queue limits, and
blocking behavior across eight microservice applications. We
then augment Envoy’s concurrency controller to consume
the extracted concurrency model and guide its control logic.
This augmented controller, ALP-Envoy, reduces tail latency
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by up to 30% compared to default Envoy. Together, these
results are an initial step toward the plane we envision, in
which insights are extracted once, kept valid as applications
change, and reused by any controller, and toward the broader
thesis that infrastructure should understand the applications
it manages rather than treat them as opaque boxes.

2 Application Insights

We list representative application insights that cloud con-
trollers can use, in two classes: structural insights, describing
how an application is built, and performance insights, describ-
ing how it behaves. The list is not exhaustive. Its purpose is
to establish what a shared insight plane must be able to rep-
resent and, for each insight, to show how controllers could
use it and to what extent it can be extracted today.

2.1 Structural Insights

Aspects of the application’s functional design.
(I1) Service Call Graph. A request sent to a microservice
typically begins at a front end, but can result in several back-
end calls to other microservices which in turn call other
microservices. The service call graph captures this invocation
structure — each vertex in the call graph is a microservice (or
a request at that microservice), and an edge A — B means
that A results in another request to some microservice B.

Use case. A call graph lets controllers anticipate a re-
quest’s downstream effect. For example, an autoscaler ob-
serving a burst of requests at service A can predict load at a
downstream service B and pre-warm its replicas. Knowledge
of call graph has also been used to inform overload control,
routing, tracing, and critical-path analysis [56, 64, 77, 79].

Extraction. Call graph information is primarily encoded
in application source code or binaries, but can also be inferred
from externally visible communication patterns. Static de-
pendency analysis [24, 59] and binary analysis [5, 60] can
recover possible call edges, while instrumentation and dis-
tributed trace analysis-based techniques [1, 13, 17, 18, 28, 66]
can extract paths taken at runtime. However, the calls a re-
quest makes may depend on its parameters or on exceptional
conditions. The techniques also differ in reach: source-level
analyses are often language-specific, while binary and trace-
based ones apply more broadly but expose less detail.
(I12) Information flow. It offers deeper insight than the call
graph by capturing data dependencies, not just the service
invocations of (I1). For instance, a service A could forward a
parameter of the request it received to a service B, take the
output of B, modify it, and pass it to a service C, or send a
batch of requests conditioned on an input parameter.

Use case. Such insights could be useful for security anal-
ysis [3, 10, 36, 39], or in understanding the provenance of a
certain behavior during troubleshooting efforts.
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Extraction. Information flow can be extracted by observ-
ing value propagations in runtime traces [3, 38, 40-43] or by
source-level data-flow analysis.

(I3) Concurrency model. It describes how and to what
extent a service instance parallelizes its work, which depends
heavily on the application’s frameworks (e.g., gRPC, Apache,
Redis) and configuration: a framework may spawn a thread
per request or use a fixed-size pool, and calls may run syn-
chronously [22], asynchronously [8], or fire-and-forget, with
results handled by one thread [67] or in fork-join style [16].

Use case. It can improve non-invasive trace reconstruc-
tion tools such as TraceWeaver [13] and WAP5 [66] by com-
bining call graph structure (I1), information-flow dependen-
cies (I2), and concurrency constraints (I3) to rule out impos-
sible span mappings. In §4, we use this insight to constrain
the search space of Envoy’s concurrency controller.

Extraction. Source code analysis can identify concur-
rency primitives, like asynchronous calls, thread pools, event
loops, and fork/join synchronization. Deployment and run-
time configurations can supply scheduling policies, pool
sizes, queue bounds, and concurrency limits. Tracing and
profiling can reveal observed overlap.

2.2 Performance Insights

Quantitative aspects of the application’s runtime behavior.
(I4) Resource profiles. They define an application’s de-
mands across multiple resources — CPU, memory, network.

Use case. Resource profiles let controllers distinguish re-
quest traffic classes by their resource demands (e.g., CPU-
heavy, memory-bound, I/O-intensive), enabling load bal-
ancers to reduce bottleneck contention more effectively [6,
27, 47, 48, 76)].

Extraction. Monitoring systems and profilers such as Ku-
bernetes metrics [54] and Go’s pprof [34] estimate aggregate
CPU and memory demand. As with (I1), aggregate consump-
tion is visible externally, so a coarse characterization can
be measured over time. Predicting future demand is harder,
because resources are multidimensional and nonlinear in
load, and so is fine-grained characterization: the CPU used
by one request is hard to attribute when many run concur-
rently. Existing techniques help only in special cases, such
as eBPF-based tracing [70], which can recover thread-level
usage where a request is handled by a single thread.

(I5) Performance models. These describe how application
resources and workload translate to performance metrics
such as request latency, throughput, or failure rate.

Use case. Such models enable informed inter-cluster re-
quest routing. For instance, SLATE [56] combines call-graph,
resource, and performance insights to route selected traf-
fic, like moving CPU-intensive requests away from an over-
loaded cluster while considering latency and egress cost.
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Extraction. Infrastructure can monitor workload (requests
per second), resource utilization, and performance in a given
environment. Controlled staging experiments can vary mul-
tidimensional conditions (workload level, type, resource use,
interaction with downstream calls [21, 23, 57, 72, 80], etc.)
to learn more complete empirical performance models [11].
(I6) Objectives. This insight captures an application’s ser-
vice level objectives (SLO), e.g., a target RPS or tail latency.

Use case. Objectives can inform resource-allocation con-
trollers. A proxy like Envoy or a load balancer can prioritize
latency-sensitive traffic according to the SLOs instead of a
standard FIFO order. Combined with resource profile (I4),
it can favor low-resource-demand requests to implement a
Shortest Job First strategy. With call graph (I1), it can delay
requests that may add load to an already overloaded service.

Extraction. Objectives are defined by operators in design
documents, not inferred from code or runtime behavior.
Summary. These insights vary in how reliably they can
be inferred. An infrastructure provider typically sees an ap-
plication as an opaque box: it can observe communication
patterns, resource usage, and latency, but not internal logic
or intent. Runtime observation alone may therefore fail to
recover precise information-flow dependencies, concurrency
semantics, or SLOs, which require interpreting source code,
frameworks, or operator specifications. Extraction is also
fragmented across specialized tools: source-level analyses
are often language-specific, performance tools expose partic-
ular metrics at specific granularities, and controllers depend
on custom-built workflows. This fragmentation becomes
especially problematic when a controller must combine in-
sights from different tools, whose outputs use incompatible
formats and abstractions. Ultimately, any single method pro-
vides only an incomplete view.

If infrastructure is to understand its applications broadly, it
needs a general, interoperable mechanism that makes hetero-
geneous insights extractable, reusable, and composable.

3 Application Insight Plane
3.1 Generalizing Extraction with LLMs

LLM agents make broader and more general insight extrac-
tion practical. Unlike a fixed analyzer, an agent can adapt
its workflow to the application and available inputs: it can
inspect code, configs, and documentation, interpret teleme-
try, invoke specialized tools, and request extra observations
when needed [26, 52, 68, 74, 78]. This flexibility helps it recog-
nize the same underlying property across heterogeneous im-
plementations. For example, Tomcat thread pools, Gunicorn
process pools, and Node.js event loops are different realiza-
tions of the same concurrency model abstraction [9, 45, 63].

LLMs can also synthesize higher-level insights that ex-
isting tools may not. Conventional analyzers may identify
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Figure 1: AIP architecture. Providers maintain insights
that controllers query via a shared substrate.

RPCs, queues, worker pools, or blocking operations, but

rarely relate them into a cross-framework, service-level model.
An LLM-based provider can, for example, connect a server

framework identified in build files, a worker limit found in

configuration, and blocking behavior observed in traces into

one concurrency insight. LLMs do not replace specialized

analyses or guarantee correctness. Rather, they provide the

semantic reasoning and orchestration needed to select and

combine their outputs, while static checks, runtime valida-
tion, and experiments provide supporting evidence.

3.2 AIP Architecture Overview

AIP is organized around modular insight providers connected
through a shared substrate (Figure 1). An insight provider is
the component that extracts, validates, and maintains one
family of insights, such as call graphs, concurrency models,
or performance models, using artifacts, runtime observa-
tions, sandboxed executions, and analysis tools. The shared
substrate supports provider discovery and common query
and result interfaces, through which controllers request the
typed insights their control logic needs. Providers are part of
AIP but may be developed, deployed, and upgraded indepen-
dently, allowing new insight types and extraction techniques
to be added without modifying existing controllers.

3.3 Controller-AIP Interface

A controller requests an insight through AIP’s interface.
Providers register their capabilities with an insight directory,
which AIP uses to locate and invoke a provider compatible
with the controller’s query. The provider may return a cached
result, update an existing one, or perform a new extraction.
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Provider discovery with Insight Cards. Each provider
advertises an Insight Card describing the capability it offers:

InsightCard = (kind : K, accepts : Qk, returns : Rk,
scopes : 2k, requires : E, endpoint : U).
Here, kind identifies the insight family from the taxonomy in
§2; accepts and returns identify its query and result schemas;
scopes lists supported granularities; requires describes re-
quired evidence and permissions; and endpoint specifies how
the provider is invoked. For example, a provider may adver-
tise that it produces concurrency models for services when
granted read-only access to code and configuration files.
Insight Cards are inspired by Agent Cards used for capa-
bility discovery in agent protocols [71], but specialize the
abstraction for providers of application knowledge.

Query: Scope and granularity. A query specifies the
desired insight and its requested scope:

Qk = (scope : S, parameters : Pk ), where
S = App(a) | Svc(a, s) | Op(a,s,0) | Component(a, s, c) | TrafficClass(a, p).
Traffic-class predicates p may distinguish request headers,
tiers, or regions.

Result: Applicability and freshness. A provider returns
a value I together with metadata:

Ri = (kind : K, scope : S’, value : I, basis : B,
provenance : V, confidence : C, freshness : F).

The returned scope S’ may be narrower than requested if
only partial extraction is possible. The basis identifies the
code, configuration, and workload from which the result
was derived. Provenance describes how it was obtained, con-
fidence communicates uncertainty, and freshness records
when it was produced and when to update it. Because these
fields are common to all kinds, consumers can handle any
insight uniformly, while value keeps the schema of its kind.

These metadata fields make an insight’s limitations ex-
plicit, but do not by themselves guarantee safety. Before
acting on an insight, a controller should verify that its scope
and basis match the deployed version, configuration, and
workload, and fall back to its default policy when the evi-
dence is insufficient, stale, or of low confidence. The concur-
rency limit in §4, for example, rests on a connection-hold
time measured under one request mix, so a new mix makes
it stale even with no code change. How to define such appli-
cability checks, reconcile conflicting insights from multiple
providers, and act on an insight’s confidence value remain
open questions (§5).

3.4 Insight Provider Operation

Inputs, tools, and execution boundaries. A provider may
inspect code and documentation; consume metrics, traces,
and runtime events; invoke specialized analyzers; or exe-
cute with controlled inputs in a sandbox. It supplies these
tools with the required artifacts, reconciles their outputs, and
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maps them into its insight schema. Providers should oper-
ate under explicit capability boundaries analogous to those
used by contemporary coding agents, including read-only or
workspace-write sandboxes, approval gates, tool allow/deny
lists, and restricted network access [7, 31, 62]. Depending
on the workflow, a provider may receive read-only access,
selected telemetry, or permission to run approved tools and
experiments in a sandbox. The requires field declares these
needs so AIP only invokes policy-compliant providers. Im-
portantly, authorization to access application artifacts does
not imply authorization to disclose the insights. AIP must
enforce access policies on both extraction inputs and con-
sumer queries. Exposing artifacts to AIP also widens the
attack surface: a compromised provider or insight directory
holds evidence about every application it serves, so the least-
privilege boundaries that limit what a provider may read
must also limit what the plane retains. The same centraliza-
tion is what makes enforcement tractable, however, since
there is one boundary to police rather than one per controller.
Finally, because repositories and telemetry may contain ad-
versarial instructions [37], provider execution must remain
constrained by its granted capabilities even when an LLM is
induced to misuse a tool.

Validation and maintenance. A provider may validate
an inferred property against code and configuration, run-
time observations, or a targeted experiment. A result can be
reused while its basis remains valid, updated after changes,
and withdrawn when contradicted. AIP leaves these mecha-
nisms provider-specific but standardizes how scope, basis,
provenance, confidence, and freshness are communicated.

4 Preliminary Evaluation

We test two premises: (1) that an LLM-based extractor can
recover concurrency model properties across disparate appli-
cations, and (2) that such insights can improve a controller.

Concurrency extraction. We evaluate on 8 applications
from 7 microservice suites: DeathStarBench, OnlineBoutique,
SockShop, RobotShop, TrainTicket, TeaStore, and Spring Pet-
clinic Microservices [29, 30, 35, 50, 58, 69, 73]. For each appli-
cation, the extractor analyzes its repository, including source
code, manifests, and configuration, but excludes external
documentation, issue trackers, and web search; providers in
practice may use any of these. The extractor uses a two-agent
workflow. Both agents run GPT-5.5 via OpenAI Codex [61] at
the extra-high reasoning setting. A first LLM agent extracts
the component records, and a second, as a proxy for valida-
tion, independently audits them against explicit constructs
in the code and configuration. The audit checks whether
the source-code and configuration lines cited by the extrac-
tor for each result support the reported component type,
concurrency mechanism, and limits. However, it does not
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Table 1: InsightCard and Result in AIP format.

InsightCard advertised by the provider

kind concurrency_model

accepts App(a), Svc(a, s), Component(a, s, c)
returns ConcurrencyModel.v1 component records
scopes app, service, component

requires source, manifests, build files, configuration

Result returned for Petclinic visits service

kind concurrency_model
scope Svc(petclinic, visits-backend)
value schema ConcurrencyModel . v1

execution_model  blocking_thread_pool
limits tomcat.max_threads=8;
hikari.max_pool=32
blocking_points  JDBC call via HikariCP
multiplexing none while thread blocked
basis source, Maven dependencies, deployment env vars
provenance  extractor pass plus independent audit
confidence  0.88

execute the services. The audit found several omissions and
overly broad labels in the first pass, which a second pass cor-
rected to produce the final output. The 7 applications with
available source contain 100 services in total. The provider
extracted models for all; the audit confirmed artifact support,
not runtime correctness. SockShop (16 services) provides
a useful negative case: its repository contained manifests
and container-images, but no service source. These artifacts
alone did not expose enough evidence to recover concur-
rency semantics, so the provider abstained for all 16 services
rather than hallucinating.

Using the concurrency model. Envoy’s adaptive concur-
rency filter [25] controls the number of in-flight requests by
adjusting a limit based on observed latency. Without knowl-
edge of the backend’s finite concurrency resources, it may
search over limits well above the backend’s capacity, building
internal queues. A concurrency model exposes these bottle-
necks; a small adapter maps its fields to an upper bound
without otherwise changing Envoy’s algorithm. AIP-Envoy
queries AIP for the model, which routes the request to a
compatible provider and returns its result. Table 1 shows the
provider’s advertised InsightCard and the returned concur-
rency model result for Spring Petclinic’s visits service [69].
Next, we test the optimization on this request path:

loadgen — gateway — Envoy — visits-backend — MySQL

The extractor identifies visits-backend as a blocking Tom-
cat [9] service that accesses MySQL through HikariCP [75], a
JDBC database-connection pool. HikariCP’s maximumPool-
Size bounds the number of database connections; when all
connections are in use, new requests wait. This creates an
application-specific concurrency limit that Envoy’s generic
controller does not know. Default Envoy therefore searches
under a configured maximum of 1000, far above the back-
end’s actual capacity. Our AIP-Envoy uses the same con-
troller but bounds its maximum through a small adapter:

Cmax = min(nomcata LPhikari/pJ) +1, p= tDB/treq-
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Here, Tiomcat is the configured Tomcat worker-pool size,
Phikari is HikariCP’s configured max pool size, and p is the
fraction of request time a database connection is held. The
provider obtains Tiymeat and Phikari from code and estimates
p through profiling, yielding p ~ 0.91. Because p is profiled,
Crayx inherits the workload under which it was measured: a
mix with more database-bound requests raises p and lowers
the bound, so Cax must be updated when the mix shifts.

Experimental setup. We use two configurations to shift
the bottleneck: config A uses 8 Tomcat threads and 32 Hikari
connections, making the Tomcat worker pool limiting and
giving Cpax = 8 + 1 = 9; config B uses 32 threads and 4
connections, making the database connection pool limiting
and giving Cpmay = [4/0.91] + 1 = 5. We compare AIP-Envoy,
which uses Cpayx, with default Envoy over a 90-second run
per load point, excluding the first 20 seconds as warmup.

Results. Figure 2 shows that ALP-Envoy preserves perfor-
mance at low loads and lowers tail latency under overload.
In configuration A, it reduces p95 from 110.1 to 77.1 ms at
140 RPS and from 111.7 to 90.9 ms at 200 RPS, with at most
0.4% lower goodput. In configuration B, it prevents queuing
behind the Hikari pool, reducing p95 by 24.6% at 80 RPS and
20.8% at 100 RPS with no material goodput loss.

A: thread-limited

=e= Envoy
== AIP-Envoy

B: DB-pool-limited

=
N

0

[y
o
o
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o

T - T T T T T
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Figure 2: p95 latency under configurations A and B.

5 Directions for Future Work

Our prototype shows the promise of an LLM-driven applica-
tion insight plane but surfaces some key open questions.

(1) Generalizing insight extraction. Extraction must
generalize along two axes: across insight families and across
the evidence available, since code, configuration, telemetry,
or documentation may each be missing. AIP providers should
in principle gain generality by combining LLM reasoning
with specialized tools, but our evaluation currently tests only
one family (concurrency models), and only with full source
available. SockShop shows what happens otherwise: with
manifests and container images but no source, the provider
is forced to abstain rather than guess. What evidence short
of source would suffice, and whether the approach extends
to other insight families, are open questions.
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(2) Establishing validity. Insights may be incorrect, in-
complete, or valid only for a particular configuration or work-
load. Recording scope, confidence, and freshness makes these
limitations explicit. Our prototype uses a second agent to
judge whether artifacts support the first agent’s claims, but
this does not validate runtime behavior or future applicability.
Validation is also needed on the consuming side: from scope,
basis, and confidence, a controller must decide whether an
insight still applies and how to fall back when it does not
(§3.3). Future providers should build on emerging techniques
for correctness checking and runtime validation.

(3) Standardizing abstractions. Each insight schema
should capture reusable application knowledge without em-
bedding controller policy. A concurrency model can serve
multiple controllers: Envoy may use its capacity limits, while
a tracer uses its asynchronous and blocking semantics. The
challenge is to serve diverse controllers while supporting
partial extraction, evolution, and backward compatibility.

(4) Preserving privacy and trust. AIP raises privacy con-
cerns when extracting and sharing insights. Extraction may
require sensitive source code, configuration, or telemetry
that application owners may not want to expose. Moreover,
the derived insights themselves may reveal sensitive details.
An overload controller needs only a service’s concurrency
limit, not the code or database configuration behind it, yet
our prototype’s adapter receives the pool sizes and computes
the limit itself. Computing it in the provider instead would
expose only the limit. This motivates tenant-local extrac-
tion, fine-grained access controls, and sharing insights at
the granularity consumers need. LLM-based extraction also
introduces security risks (§3.4). Instructions planted in code
or logs could induce an agent to misuse its tools, and active
experiments could disrupt the application. Sandboxing, re-
stricted tool permissions, and approval gates can mitigate
these risks. Enforcing such protections while preserving the
flexibility of insight extraction remains an open challenge.

6 Related Work

Application-aware cloud control. Prior systems exploit
some application properties to improve overload control,
routing, tracing, autoscaling, and resource allocation [15, 44,
56, 64, 65, 77, 79]. They establish the value of application
knowledge but typically couple a task-specific extractor to
one controller. AIP instead treats recurring properties as
reusable insights that can be maintained independently.
Program analysis, observability, and LLM-based mon-
itoring. Static and binary analysis, tracing, profiling, and
controlled experiments recover complementary views of ap-
plication behavior [3, 13, 14, 32-34, 49, 53, 66]. Their appli-
cability depends on the language, runtime, and instrumenta-
tion, while their outputs differ in scope and form. LLM-based
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monitoring builds on the same evidence: LLMs now recom-
mend root causes and mitigations for cloud incidents [2, 20].
These systems extract insights, as AIP does, but each pro-
duces output for one consumer (an operator or a diagnosis
pipeline) in that consumer’s terms, with no scope, basis, or
validity fields that would let another controller reuse it. AIP
does not replace these techniques; providers may combine
them and publish their results through a common interface.
Agentic system design and operation. The closest re-
lated vision is Self-Defining Systems (SDS) [4], in which
agents design, deploy, and evolve infrastructure tailored to
an application; VibeServe realizes this idea for LLM serv-
ing stacks [51]. SDO and STRATUS use agent-built applica-
tion context for deployment, diagnosis, and repair [19, 55],
while Glia uses agentic experimentation to design system
mechanisms [46]. These systems and AIP share a technique:
an agent that reads code and telemetry, invokes tools, and
checks its own claims. They differ in what the understanding
is for and who holds it. These systems acquire application
context for a particular design or operational task, and that
context lives inside the task loop or, in SDO, in the agent’s
memory for its later tasks. AIP instead treats application un-
derstanding as a reusable infrastructure capability: providers
expose typed, scoped insights with provenance and validity,
and independent controllers, agentic or conventional, decide
how to act on them. An agentic SRE could consume AIP
insights and publish the context it builds during an incident
through an AIP provider for others to reuse. The contribution
is thus not LLM-based analysis or application-aware opti-
mization alone but the abstraction, maintenance, and reuse
of application knowledge across independent consumers.

7 Conclusion

Cloud infrastructure today observes applications but rarely
understands them. We argue that controllers should have ac-
cess to explicit, reusable knowledge of application structure
and behavior. AIP offers a path toward this vision by making
such insights discoverable and extensible, with LLM-enabled
providers broadening what can be extracted. The next era
of cloud control should be built around application under-
standing: defining what the cloud can and must know, and
building new forms of control on that knowledge.
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