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Abstract
The performance of packet processing on general-purpose
CPUs remains as consequential as ever, as many well-known
and emergingworkloads rely on the expressiveness of general-
purpose CPUs. To accelerate packet processing, data paral-
lelism across packets is widely exploited by spreading pack-
ets across CPU cores. Yet, the community has only narrowly
leveraged packet parallelism on individual CPU cores, with
Single-Instruction Multiple-Data (SIMD) vectorization ap-
plied to limited fragments of device drivers and to specific
data structures. The broader application of SIMD vectoriza-
tion has the potential to accelerate packet processing on
individual CPU cores by an order of magnitude. However,
two longstanding challenges have prevented such wide us-
age: memory bandwidth limits and control flow divergence.
The increasing prevalence of programmable network in-

terface cards (NICs) near CPUs presents an opportunity to
overcome this impasse. By re-imagining the NIC as a packet
vector co-processor, we can leverage its compute/memory
characteristics complementary to CPUs to enable efficient
SIMD parallelism that would be arduous to achieve with
software-only techniques. We present encouraging prelimi-
nary results and outline directions for further research.
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1 Introduction
The performance of packet processing on general-purpose
CPUs remains as consequential as ever, as many well-known
and emergingworkloads rely on the expressiveness of general-
purpose CPUs. For example, network functions such as those
used for DDoS protection, live video transcoding, and bump-
in-the-wire data compression benefit from faster packet pro-
cessing on CPUs. Emerging AI agents communicate with
“tools” by acting as network clients, using protocols like
MCP [22] to communicate with MCP servers [18]. MCP
servers are increasingly containerized to enforce isolation
and resource control [20, 25], where each agentic request-
response traverses the container network stack on a CPU.

In this paper, we are interested in the classic question of ac-
celerating CPU-bound packet-processing applications requir-
ing high throughput and low latencies. Fast CPU-oriented
packet processing is a deeply researched area (§2.1). However,
despite the plethora of work, improvements in the packet-
processing throughput of a single CPU core remain surpris-
ingly elusive. Recent work suggests (§2.1) that deep struc-
tural changes to application and driver code are necessary to
optimize packet-processing application code by up to 2–3×,
specifically the interactions between the CPU, the NIC, and
cache memory.
Complementary to these existing systems, we think that

the community has overlooked a significant class of opti-
mizations with the potential to produce order-of-magnitude
gains in CPU packet-processing performance, with minimal
structural changes. Data parallelism across packets, and the
fact that packet-processing applications execute isomorphic
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instructions across many packets, motivates the use of single-
instruction multiple-data (SIMD) parallelism [40] and vector
instructions to process packets truly in parallel. If the CPU
architecture offers a vector variant to each scalar instruction
in the program, the throughput of the program can in princi-
ple be improved by the factor of the vector length. In today’s
CPU architectures, vector lengths of 8–16 are common for
standard data types [6, 15], enabling the execution of an in-
struction on as many packets in parallel. Some architectures
offer even longer vector lengths [4, 13], suggesting an even
higher performance amplification.

Two challenges stand in the way of fruitfully capitalizing
on SIMD parallelism (§2.2). First, not every scalar instruction
offers a vector variant of comparable performance. For exam-
ple, implementing 𝑘 disjoint memory accesses with latency
comparable to one access requires a 𝑘-fold increase in mem-
ory bandwidth, which is not easily afforded. Second, not all
instructions execute for all packets, due to control flow in
the program. Typical packet-processing code is heavy on
both memory access and control flow; we think that previ-
ous packet-processing systems have only narrowly adopted
SIMD parallelism due to these challenges (§2.2). For example,
some user-space device drivers use limited packet-parallel
SIMD execution in straight-line code fragments operating
on continuously-allocated packet descriptors. Other prior
efforts incorporate SIMD piecemeal to design specific data
structures. Our goal is to bring the benefits of SIMD packet
parallelism to a broad class of packet-processing code.
This paper leverages the increasing prevalence of pro-

grammability in the network interface card (NIC) to mitigate
the two key challenges above (§3). The NIC is naturally on
the data path to and from the CPU, and exhibits compute and
memory characteristics complementary to general-purpose
CPUs (§3.1), in particular exposing high-bandwidth access
to packet memory and the capability to read/write (a small
amount of) high-speed NIC-local memory at line rate. We
show how these characteristics can be exploited to enable
more efficient SIMD execution on CPU, through field scat-
ter/gather across packets (§3.2) and packet data regrouping
based on control flow (§3.3). These NIC operations effectively
turn discontinuous memory accesses into continuous ones
and unify control flow across packets. We outline how a
line-rate NIC pipeline can implement such operations (§3.4).

Preliminary results show the effectiveness of the aforemen-
tioned techniques for CPU packet-processing performance
(§4). We also outline open research directions (§5) surround-
ing the ability to apply SIMD execution to network device
drivers and designing an automatic parallelizing compiler.

2 Background and Motivation
2.1 Fast CPU Packet Processing
With the demise of Moore’s law, packet processing in the
kernel network stack is considered too slow for many high-
performance applications [31, 55]. The community has inves-
tigated methods to pare down the critical packet-processing
path between the hardware network interface card (NIC) and
the CPU, specializing the software stack to fast networking,
through designs such as kernel bypass, e.g. [7], kernel exten-
sions, e.g. [41], and hardware offloads, e.g. [9, 27]. Several
systems improve packet-processing throughput by exploit-
ing parallelism across CPU cores, e.g. [1, 28, 52].

Improving packet-processing throughput on a single CPU
core remains a challenging problem. Recent works show
that improving single-CPU-core performance requires deep
structural changes to packet-processing application code,
specifically the interactions between the CPU, the NIC, and
the cache memory hierarchy [36, 38, 42, 47, 54, 59, 60]. These
efforts report throughput improvements of up to 2–3x over
the prior state of the art, while requiring changes to the data
structures that underpin CPU-NIC communication.
The rest of this paper focuses on a complementary ap-

proach to improving single-CPU-core performance: exploit-
ing data parallelism across packets.

2.2 Opportunities and Challenges in
Leveraging Packet-level Parallelism

We start by asking a basic question: is it possible to process
packets in parallel (at the instruction level) on a CPU?

An important obstacle to processing packets in parallel is
dependency: for example, applications may read and update
memory across packets, with later packets depending on the
results of computing over previous packets. However, we
believe this doesn’t need to be a showstopper. Many net-
work functions exhibit the characteristic that the fragment
of computation that requires sequential execution across
packets is small, enabling the rest of the program to be paral-
lelized [34, 57, 58]. Many stateful computations are associa-
tive, allowing results to be computed in parallel and recom-
bined. Some network functions explicitly shard state and
compute over flows of data in parallel [1, 52, 61]. Hence, we
believe that significant chunks of packet-processing code
can be executed independently over packets.

This paper explores how to leverage data parallelism across
packets by executing isomorphic instructions across packets
in parallel through single-instruction multiple-data (SIMD)
vector parallelism [40, 50]. Consider a simple scenario where
instructions 𝐼1, 𝐼2, · · · , 𝐼𝑛 execute on packet data 𝑝1, 𝑝2, · · · , 𝑝𝑚
in sequence. If the underlying CPU architecture offers a vec-
tor instruction 𝑣𝐼 𝑗 corresponding to each scalar instruction
𝐼 𝑗 , and every packet can execute independently of others, we
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can execute computations over 𝑘 packets in parallel, where
𝑘 is the number of data items that each vector instruction
can operate on (the architectural vector length). Theoreti-
cally, this can provide a 𝑘-fold improvement in throughput.
The x86 and ARM instruction set architectures today offer
vector registers that are at least 128–512 bits wide [6, 15],
with extensions in ARM and RISC-V architectures allowing
a larger, configurable length [4, 13]. Depending on the data
type operated on, these architectures can support parallel
operation on up to 𝑘=8–16 packets in one vector instruction.

Despite their potential, few previous efforts have deployed
vectorization to exploit packet-parallelism in general packet-
processing applications. Implementations have been con-
structed within specific data structures such as hash tables
for IP or ACL lookups in Intel DPDK [6], specific low-level op-
erations (e.g.memory copies) in Cisco’s VPP framework [14],
and the design of Bloom filters and lookup tables [46, 51].
Some user-space device drivers can perform a subset of pro-
cessing on 4–8 packet descriptors at a time, by shuffling data
between continuously-allocated NIC descriptor rings and
vector registers holding packet fields from those descrip-
tors [16, 17, 21]. However, packet data not available on the
descriptors cannot be readily processed with SIMD paral-
lelism. Moreover, the width of the NIC descriptor limits the
number of packets whose data fits a single vector register,
hence limiting the achievable parallelism. In summary, exist-
ing systems do not broadly deliver the performance benefits
of SIMD vectorization to general packet-processing code.

There are at least two challenges that impede the benefits
of SIMD vectorization, i.e. achieving a 𝑘-fold throughput
improvement, in general packet-processing code. First, not
every scalar instruction offers a vector variant, at least not
with similarly good performance. Memory access instruc-
tions are a prime example: reading and writing to 𝑘 discon-
tinuous locations in memory requires a 𝑘-fold increase in
memory bandwidth, which is not affordable on most CPU
architectures [40]. Second, not all instructions execute on all
packets, due to control flows that cause different packets to
take different branches in the application. Networking-heavy
applications typically incorporate significant memory access
(e.g. lookup tables, reading and writing discontiguous packet
fields) and control flow divergence (e.g. due to parsing and
disjoint processing of different protocols and different kinds
of packets even within a protocol). Hence, realizing a 𝑘-fold
throughput improvement on a machine with vector length 𝑘
is non trivial.

3 Programmable NIC as a Co-Processor for
vectorization

3.1 Why can line-rate NICs help?
Line-rate NICs can serve as effective co-processors for vec-
torizing CPU computations across packets for two reasons.
First, they are naturally located on the critical path of data
movement between the network and the CPU. Second, pro-
grammable NICs [10, 11, 19, 37], especially those that include
PISA pipelines [29, 30] or massively-parallel datapath accel-
erators, exhibit certain computational and memory charac-
teristics that are complementary to general-purpose CPUs.
Our goal is to co-design NIC and CPU programs, exploiting
NICs for operations that suffer poor performance on CPUs.
Two performance characteristics of PISA pipelines stand

out in contrast to CPUs. First, ALUs in a PISA pipeline have
high-speed access to packet memory in the fast data path,
keeping packet contents in packet header vectors (PHVs),
which are similar to registers in a general-purpose CPU. On
the other hand, CPUs themselves hold packets in a much
slower memory hierarchy. Second, it is possible to store
(small amounts of) packet contents in NIC-local high-speed
memory, reading these contents out into packets as needed
and sending them subsequently to the CPU. The ability to
read and write state memory at high speeds enables flexi-
ble aggregatation and spreading of data across packets, an
operation challenging on CPUs due to the limited memory
bandwidth for discontinuous reads and writes across packets.

The aforementioned characteristics enable us to re-imagine
a programmable NIC as a coprocessor for executing vector
computations across packets on CPUs. The coprocessor com-
putational model we envision is distinct from a simple parti-
tion of computation between NIC and CPU, as some prior
systems have done, e.g. [53, 62], since we add new computa-
tions not part of the original packet-processing application to
the NIC and the CPU program, to better support CPU paral-
lelism across packets (§3.2, §3.3). The co-processor computa-
tional model also differs from full hardware offload, e.g. [9],
because the bulk of the computations still execute on CPU.

3.2 Mitigating Memory Bandwidth Limits
Memory access, i.e. load and store instructions, are a signifi-
cant class of instructions which vectorize poorly. Consider
Figure 1 (a), where a packet-processing program is vectorized
1:1 from its scalar counterpart, and requires reading from 𝑘

packets to move to its next computation. This is an exam-
ple of a gather, which requires a 𝑘-fold increase in memory
bandwidth.When the data items read are from discontinuous
locations—as happens when header fields must be fetched
from different packets—vector memory accesses are known
to incur high latencies [5, 40, 46]. Similar impediments occur
when data must be written out across packets (scatter).
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Figure 1: Lack of memory bandwidth holds back direct SIMD
execution (a), but the required memory bandwidth can be
effectively provided through a co-designed NIC program that
gathers and scatters the relevant packet data pre- and post-
the SIMD execution (b).

A co-designed NIC program can effectively mitigate the
poor performance of scatter-gather memory accesses using
the high bandwidth that NICs have to read and write packets.
Consider Figure 1 (b). By gathering the packet data relevant
to instructions in high-speed stateful memory on the NIC,
and writing this gathered data into the last packet of a batch,
the NIC can effectively turn discontinuous memory accesses
into continuous ones, with the CPU reading the necessary
data for computation from the last packet of the batch. A
similar optimization can be implemented on the packet’s way
out of the CPU through the NIC, by having the NIC scatter
data written into the first packet of a batch to the remainder
of the packets in the batch. The memory hierarchy on vector
CPUs is much easier to engineer for high performance for
continuous, alignedmemory accesses, than for discontinuous
memory accesses [40], even when the former access is wider.

Implementing this co-design requires changes to the pro-
gram running on the CPU and the creation of a new application-
specific program running at the NIC. In particular, the CPU
program must read packet field data for an entire batch from
the last packet, and write packet field data into the first
packet of the batch. The NIC must gather and scatter data
from the appropriate packets in the batch (§3.4).

3.3 Mitigating Control Flow Divergence
When packets don’t follow the same branch in the code,
you cannot simply vectorize each scalar instruction 1:1 over
data across packets, since some instructions only apply to
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Figure 2: When packets take different control flow paths, a
naive application of SIMD would use conditional execution,
with some vector lanes turned off (a), impairing performance.
When the control flow path is computable using packet fields,
it is possible for the NIC to provide tags that allow CPU code
to recover the full vector utilization by regrouping packets
either in software (b) or on NIC hardware (c).

some packets. A naive option to handle this divergence is to
fall back to scalar execution whenever branches are encoun-
tered. However, this leaves out significant potential for per-
formance, since packet-processing programs are branching-
heavy (§2.2). Another possibility is to implement conditional
SIMD execution (Figure 2 (a)), where an additional bitmask
operand is used to selectively turn on the specific vector
lanes that must be updated by the instruction [48], with
the remaining lanes unchanged. Vector instruction set ar-
chitectures on CPUs, as well as GPUs, make heavy use of
predicated execution. However, high control flow divergence
results in poor performance due to the underutilization of
vector compute hardware [32, 33].

An alternative to conditional execution is to execute vector
instructions unconditionally over sufficiently large batches
of packets that have been regrouped (shuffled) into smaller
batches following the same control flow paths, and sized
close to the architectural vector length 𝑘 . Such a reordered
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computation preserves correctness for those fragments of the
application that are independently executed across packets
(§2.2), which is a prerequisite for vectorization anyway. The
regrouping operation can be implemented in software, i.e. by
identifying which code branch will be taken for each packet,
using a temporary buffer to accumulate packets subject to
the same control flow path into batches, and executing the
path-relevant vector instructions unconditionally on each
accumulated batch [40].
Packet-processing applications offer significant scope to

determine, ahead of any processing, the code paths taken
by a packet, simply by parsing the packet. Code branches
often involve tests that identify protocols and specific kinds
of packets within a protocol. A programmable NIC can as-
sist packet regrouping by tagging batches of packets with
information about their control flow paths, with software
implementing the regrouping (Figure 2 (b)). We could go
even one step further, having the NIC implement the shuffle,
rearranging packet data to an order that enables direct SIMD
execution on vector-length-sized batches (Figure 2 (c)). To
keep up line-rate operation, the packets themselves do not
need to be reordered—just the data on those packets trans-
mitted as metadata on the last packet of the batch. Such NIC
co-processing enables the CPU to recover the full advantage
of vectorized execution by using all vector lanes on every
instruction executed.

3.4 NIC pipeline design
We introduce a candidate NIC hardware design that uses
stateful memory and ALUs in a PISA pipeline [29] to im-
plement data gather/scatter and transposition operations
without compromising line rate. The NIC should incorporate
the following capabilities: (i) implement stateful memory
persisted across packets (e.g. registers [8]) (ii) contain ALUs
that implement predicated read-write stateful operations
on this memory at line rate [58]; (iii) parse and deparse pro-
grammable custom packet formats [30]; and (iv) copy register
data into programmed packet fields. Recent programmable
NIC designs support these capabilities [10, 11, 19, 37], and
we believe our design could be feasible on PISA and DPU
programmable NICs.
Gather. The goal is to accumulate packet fields relevant for
vectorized memory operations in the CPU in a continuous
location on the last packet of a batch of packets. See Figure
3. For simplicity, suppose we allocate each available stateful
register on the pipeline to record a specific field (index 𝐽 ) of
a specific packet (index 𝐼 ) in the batch. Each such register
maintains packet[𝐼 ].field[𝐽 ] for a fixed 𝐼 , 𝐽 . We also maintain
a running counter 𝑐𝑜𝑢𝑛𝑡 of the number of packets in the
batch seen so far, with the counter rolling over to 0 once
the pipeline has seen a batch of 𝐵 packets. To gather data

pkt[I].field[J]

…

…

pkt[.].field[.]

pkt[.].field[.]

pkt[.].field[.]

…

count

if meta.cnt == I: state = pkt.field[J]

if meta.cnt == B-1: meta[I][J] = state

pkt[.].field[.]

pkt[.].field[.]

meta.cnt = count

count = count+1 % B

Stages

Figure 3: Hardware gather on a line-rate NIC: The NIC main-
tains a rolling packet counter (𝑐𝑜𝑢𝑛𝑡) and records relevant
packet fields (index 𝐽 ) of each packet (index 𝐼 ) in a batch (size
𝐵) in designated stateful registers. The registers are updated
using the simplified code shown.

from all packets, 𝐵 is set to 𝑘 , the architectural vector length.
Each register (corresponding to 𝐼 and 𝐽 ) is updated to contain
the 𝐽 ’th field whenever the counter 𝑐𝑜𝑢𝑛𝑡 hits 𝐼 , and read
out into a metadata field carried on the 𝐵’th packet. Each
conditional register read/write operation is simple enough
to fit into the tight clock cycle budget [58].
Scatter. Scattering conceptually implements the “reverse”
of the actions of the hardware gather. An incoming packet
carries metadata corresponding to fields that must be scat-
tered into the the next 𝐵 packets of the batch (current packet
included). This metadata is written out into the designated
stateful registers and copied into the 𝐽 ’th packet field of the
𝐼 ’th packet as appropriate.
Regrouping. Line-rate regrouping is implemented through
a generalization of the gather operation. We designate a
register to record field 𝐽 of packet 𝐼 that takes a specific
code branch 𝑏𝑟 . When a sufficient number of total packets 𝐵
(typically set to a multiple of the architectural vector length)
has accumulated, the register values corresponding to each
(field 𝐽 , branch 𝑏𝑟 , packet 𝐼 ) are written out as metadata into
a continuous area of the packet.
We believe these operations are feasible given the recent

success of related in-network computing operations that
maintain packet histories [44, 61]. If the NIC capability per-
mits, a new packet may be generated to report the recorded
state after the completion of each batch, to retain the packet
MTU limits unchanged between the NIC and the CPU.

3.5 A toy example
We present a simple example to walk through the end-to-end
life of a packet processed using the ideas from the preceding
subsections. Suppose all packets contain an Ethernet header
and are either IPv4 or IPv6. A stateless middlebox works as
follows. If the packet has the IPv4 ethertype, the middlebox
rewrites the destination IPv4 address to a fixed value. If
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the packet has the IPv6 ethertype, the gateway decrements
the IPv6 hop limit. All packets are forwarded out the same
interface the packets arrived on. This application reads the
Ethernet ethertype (all packets) and the hop limit (only on
IPv6 packets), and writes to the IPv4 destination or IPv6 hop
limit. Each packet follows one of two possible code paths
which can be determined by parsing the packet. The NIC
implements both scatter-gather and packet field regrouping
in line-rate hardware (§3.2–§3.4).

From each incoming packet, the NIC gathers four pieces of
data, (i) the packet’s ethertype, (ii) the hop limit of IPv6 pack-
ets, (iii) the packet index of IPv4 packets, and (iv) the packet
index of IPv6 packets, into dedicated stateful registers. The
contents of these registers are copied into continuously laid-
out metadata on the last packet of the batch. The batch size
may be set to twice the architectural vector length to provide
high lane utilization, but smaller sizes are also possible.
The CPU software receives the last packet of the batch

and its metadata. It implements a continuous memory load
to bring each piece of metadata ((i)–(iv) above) into vector
registers, possibly in multiple chunks of architectural vector
length. The CPU software initializes a vector register con-
taining copies of the fixed output IPv4 destination address
corresponding to the number of entries in (iii). This register
is stored to a dedicated continuous metadata region (v) on
the first packet of the batch. The software also implements
a vector decrement on register (ii), and stores it back to the
memory region corresponding to (ii). Metadata (i) is removed
from the packet. Metadata (ii)–(v) are moved from the last
to the first packet of the batch.

The NIC strips the metadata from the first outgoing packet
in the batch and writes them into dedicated stateful registers.
For each outgoing packet, the NIC scatters the metadata from
(ii) into the packets indexed by (iv), and metadata from (v)
into the packets indexed by (iii).

4 Preliminary Results

Setup. Our experimental setup consists of two servers on
CloudLab [35] each with an Intel E5-2640 (v4) processor
(10 cores) clocked at 2.4 GHz, and a Mellanox ConnectX-4
25 Gbit NIC. One machine serves as the device under test
(DUT) running a DPDK packet-processing application on
a single CPU core. The application receives a packet, runs
a computation of interest, and immediately transmits the
packet out the same network interface. Vectorized variants
use AVX2 intrinsics. The other machine runs a traffic gener-
ator which measures the packet-processing throughput of
the DUT by implementing a binary search to identify the
highest offered traffic rate that results in a loss rate smaller
than a given threshold (we use 2%), similar to the method-
ology used to benchmark hardware packet processors [2].

(a) Throughput (pkt/sec) (b) Throughput (Byte/sec)

Figure 4: Improvement in single-CPU-core throughput with
a NIC co-processor that implements gather/scatter, versus a
software-only vectorized implementation, as the number of
discontinuous memory accesses varies.

(a) Throughput (pkt/sec) (b) Throughput (Byte/sec)

Figure 5: Improvement in single-CPU-core throughput with
a NIC co-processor that regroups packet data to coalesce the
processing of packets on the same code path on the CPU,
versus a software-only implementation using conditional
(masked) execution, as the number of code paths varies.

We use minimum-sized packets unless specified otherwise
and report the median and 1st-to-3rd quartile range (error
bars) across 10 runs of the full throughput measurement. Our
experiments assume the NIC capabilities needed for line-rate
scatter/gather and regrouping (§3.4). Our traffic generator
transmits packets with the appropriate packet metadata.
Mitigating the memory bottleneck. We develop a DUT
program that includes a compute-heavy hash function that
keeps the programCPU-bottlenecked on a single core.With a
packet size of 1024 bytes, this program reads up to 16 distinct
cache lines (64B) on each packet, simulating disjoint mem-
ory accesses during execution. In Figure 4, we compare the
throughput of a software-only vectorized implementation
against an implementation relying on NIC-pre-gathered and
post-scattered packet metadata. We report both packets/sec-
ond (a) and bytes/second (b) throughput. The co-processor-
based implementation processes packets at close to line rate,
while the performance of the software-only implementation
degrades with each additional memory access.
Mitigating control flow divergence. We develop a DUT
program that processes each packet through one of a con-
figurable number of code paths. In Figure 5, we compare a
software-only implementation that uses conditional SIMD
execution against a co-processor-based implementation that
leverages hardware regrouping to keep the vector utiliza-
tion full. We report both packets/second (a) and bytes/sec-
ond (b) throughput. The performance of the purely-software
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vectorized implementation (masked SIMD) degrades with
additional divergence, while a solution relying on NIC re-
grouping maintains stable throughput.
Estimating NIC stateful memory usage to hold packet
contents. For an architectural vector length 𝑘 and batch size
𝐵 ≥ 𝑘 across𝑛𝑏𝑟 branches, holding𝑛 packet fields each𝑏 bits
large on the NIC requires 𝐵 ∗ 𝑛 ∗ 𝑏 ∗ 𝑛𝑏𝑟 bits of memory. For
instance, with 𝐵 = 𝑘 = 8, 𝑛 = 10, and 𝑏 = 32, holding data
across 𝑛𝑏𝑟 = 4 code branches requires 1280 bytes—about
as large as a single packet. We believe that while the aggre-
gate memory requirement for packet state on the NIC will
remain likely small, specific implementations of pipelines or
datapath processors may limit the total number of stateful
storage addresses and bytes available to rein in the overheads
of other related circuitry (e.g. multiplexers to fetch packet
inputs). We leave a full exploration of the constraints of NIC
implementation to future work.
We leave the full evaluation of the impact on system re-

source contention (PCIe bandwidth, LLC) to future work.

5 Discussion and Open Research
Building on the ideas outlined so far, we discuss some re-
search directions for the community to pursue.
Designing parallel device drivers. A key bottleneck we
uncovered in our experiments is the device driver which
supplies packets to our main packet-processing application
loop. Our throughput and processing time measurements of
the application loop indicate that roughly 20% of the time is
spent in the DPDK poll-mode driver (up to 100 nanoseconds
on our system). Of course, this fraction depends on the ap-
plication and the system. However, through Amdahl’s law, it
presents an upper bound on the performance improvement
possible from infusing parallelism in the application. We
think that NIC device drivers must be designed from the
outset to process packets in parallel.
In a kernel-mode driver running a bypassed application

with both polling and interrupts [41], the main tasks of
the device driver and kernel interrupt-handler include per-
forming some error checks, clearing the ring of received
packet descriptors to prepare to send data to the applica-
tion’s loop, recycling or allocating new buffers to receive
subsequent data from the NIC, and scheduling the applica-
tion’s main packet-processing loop [3, 43]. The operations
on each packet are largely independent from those on oth-
ers. Research is needed to determine the best methods to
parallelize per-packet actions while maintaining correctness
and generality. The kernel typically avoids vector operations
to reduce context-saving overheads and maximize portabil-
ity [23, 24], but selective vector execution could be profitable
for end-to-end performance.

High-speed user-space drivers incorporate some SIMD
parallelism,which, however, is limited by the choice of packet
data carried by the NIC ring descriptor (§2.2). How best to
re-design the NIC-CPU communication interface (e.g. the de-
scriptor structure) and NIC hardware capabilities to improve
SIMD packet parallelism in drivers, and more generally CPU
packet-processing software, remains an open question.
Developing automatic vectorizing compilers. Vectorizing
compiler passes exist today, which consume input scalar
code and output vectorized versions [12, 26, 45, 49, 56]. A
typical approach used in such compilers is to search for in-
dependent and isomorphic operations that can be packed
into SIMD/vector instructions, by starting from “seed” oper-
ations that are easily seen as vectorizable (such as stores to
continuous memory locations), and following the chain of
operand definitions to uncover new sets of independent and
isomorphic instructions that may also be packed [45, 56].
Designing a vectorizing compiler that exploits a NIC co-

processor changes the underlying compilation problem, in at
least three ways. First, the execution of every instruction for
a packet is isomorphic with the execution of that instruction
for a different packet. This presents a substantial increase
in the choice of instructions that can be packed into vector
form. Second, there is a much broader choice of operations to
serve as seeds for the search algorithm. We are not restricted
to stores to adjacent locations in the CPU program, since the
NIC co-processor can turn discontinuous stores into contin-
uous ones, and the effects of control flow divergence can be
substantially mitigated to permit seed operations that span
basic blocks. Finally, only a subset of the possible design
space of CPU-oriented optimizations may be available or
profitable, since NIC resources are constrained (e.g. mem-
ory, compute) and performance is affected by contention to
system resources (PCIe bus bandwidth, LLC).

Modeling NIC constraints and the performance impacts of
system resource contention, and developing efficient search
algorithms for the much-larger space of vector transforma-
tions, presents a rich opportunity to develop domain-specific
vectorizing compilers. Further, the presence of a NIC co-
processor presents an opportunity to rethink compilers for
GPU packet-processing kernels (e.g. [39]), which also benefit
from minimizing predicated SIMT execution [32, 33].
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