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Abstract

Cloud-tethered devices can become e-waste when vendors
retire required applications or services, even while their hard-
ware remains functional. Vendors need not support devices
forever, but ending support and blocking replacement soft-
ware are distinct choices. Foundation models may reduce
the cost of reconstructing proprietary management software.
Using Al, collected traces, and minimal binary inspection,
we recovered two versions of Apple’s encrypted, undocu-
mented AirPort device-management protocol and built a
compatible client tested across six models and four firmware
versions. We retrospectively estimate that repeating this
recovery would require four to five days of human work,
compared with the months we would expect from manual
reverse engineering. This work demonstrates human-guided
recovery of a local management protocol that may generalize
to autonomous reconstruction.

We call for an end to non-consensual e-waste through an
end-of-life control-transfer principle: when support ends,
vendors should support local operation and release the in-
formation and authority required by replacement software.
Because vendor incentives may conflict with continued inde-
pendent operation, we argue this principle should be backed
by enforceable requirements, such as regulation. To make
independent recovery practical, we formulate Al-assisted
de-cloudification as a closed-loop experimental process and
identify the systems challenges it raises. Al-assisted recov-
ery should remain a fallback, however, not a substitute for a
deliberate vendor-provided end-of-life path.
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1 Introduction

Cloud-tethered devices can fail before their hardware does.
A vendor may retire an application or cloud service, or make
important functionality contingent on a subscription. Sup-
porting deployed devices indefinitely is not free, yet vendors
may also benefit when discontinuation forces owners to pur-
chase replacements. The result is non-consensual e-waste as
owners must replace working hardware because a vendor
withdrew the means or authorization to use it.

Spotify disabled its $90 Car Thing devices just five months
after launch and directed users to recycle them [15]. Nest
shut down the cloud service required by its $299 Revolv
smart-home hubs, rendering them inoperable [25, 28]. Belkin
ended Wemo cloud services and app support, causing af-
fected products to lose app control, remote access, and voice-
assistant integration [8, 14].

Even when devices are not immediately disabled, vendors
can retain long-term control through proprietary software.
Apple’s AirPort routers require its proprietary AirPort Util-
ity for configuration [2-4], and its loss of support on macOS
27 and iOS 27 threatens owners’ ability to manage work-
ing hardware [16]. eero reserves daily and monthly usage
histories and security analytics for paying eero Plus sub-
scribers [22, 23]. Samsung added refrigerator advertisements
through a software update [20, 48] and a later update report-
edly bricked refrigerators inadvertently [42], causing food
spoilage just before a major holiday. BMW offered, then aban-
doned, subscriptions to activate installed heated seats [29, 30].
These cases range from lost functionality to restrictions on
use, but all leave vendors controlling what owners can do
with their hardware.
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Reconstructing closed network management protocols
and software can require months of expert reverse engineer-
ing. Our AirPort experience suggests that Al can reduce this
barrier. Using Al, we recovered two versions of Apple’s en-
crypted, undocumented AirPort Configuration Protocol and
built a compatible client tested across six models and four
firmware versions. We complete a human-guided recovery
of a local management protocol for one device type, but not
yet an autonomous recovery across unrelated devices or re-
construction of a cloud service that no longer exists. Protocol
recovery cannot by itself supply unavailable cloud state or
vendor-controlled authority.

Our call to action is simple: support may end, but con-
trol should transfer. Vendors should not be required to
operate applications and cloud services indefinitely; however,
when support ends, vendors should support local operation
and release the documentation and authority needed by re-
placement software.

Vendor cooperation cannot be assumed when continued
dependence or replacement purchases benefit the vendor.
While industry standards can define control-transfer mecha-
nisms, regulation may be needed to ensure vendors provide
them. We advocate enforceable end-of-life obligations for
features that owners or third parties can sustain indepen-
dently. For other features, consumer-protection rules should
require pre-sale disclosure of cloud dependencies.

Where no exit path exists, de-cloudification offers a techni-
cal fallback through a local replacement management appli-
cation. A central networking challenge is recovering propri-
etary device-management protocols. Building a compatible
replacement requires reconstructing message formats and
other concerns like authentication and command semantics.
One alternative is to install replacement firmware, but doing
so is often infeasible or unnecessarily invasive. Replacement
firmware may be blocked by signature checks [26, 50] or
complicated by proprietary drivers [12, 27, 36]. A compati-
ble external management application, such as our AirPort
replacement, preserves the existing Apple-signed firmware.
Recovering its protocol still requires collecting traces, imple-
menting a replacement protocol, and testing it against the
original system [10, 11, 13, 32, 39, 53].

Foundation models may make this work substantially
cheaper [9, 18, 24, 31, 34, 35, 40, 47, 55, 56]. Given traces
and implementation artifacts like binaries, an Al system can
generate plausible descriptions of the protocol and imple-
ment them with code. Yet a candidate implementation may
explain every observed packet while mishandling an unob-
served state. As hypothesis generation becomes cheaper, the
bottleneck shifts to knowing which hypothesis is correct,
which includes collecting representative traces, building be-
havior oracles, and choosing more traces to collect to clarify
any unknown behavior. The central question is no longer
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only “What might this protocol do?” but also “What observa-
tion or trace would distinguish this explanation from the al-
ternatives?” Even after protocol semantics are recovered, in-
dependent operation may still depend on vendor-controlled
authority or unavailable cloud services.

This paper calls for end-of-life control transfer to end
non-consensual e-waste, with clear pre-sale disclosure of
features that cannot be controlled independently. Using Air-
Port as early evidence, we propose a closed-loop recovery
framework and identify challenges in coverage, oracles, ex-
periment planning, test environments, efficiency, confidence,
and responsible recovery. Together with regulation for trans-
ferring control back to owners, this agenda aims to preserve
independent control after vendor support ends.

2 Early Experience Reclaiming Local
Control

Apple has retired its AirPort routers and announced that its
proprietary management application, AirPort Utility, is no
longer supported on macOS 27 or iOS 27 [16]. The AirPort
ecosystem has functional black-box hardware, encrypted
traffic, and undocumented protocols, and the official util-
ity and physical devices provide ground truth for testing a
replacement. Our goal was to recover enough AirPort Con-
figuration Protocol (ACP) semantics to build a compatible
AirPort Utility replacement.

Our initial approach was to ask Codex [46] with GPT-5.5
Medium [45] to reconstruct high-level code directly from
the AirPort Utility binary. This approach quickly became
inefficient as even a button is entangled in compiled graph-
ics and user-interface frameworks irrelevant to reproducing
its behavior. Worse, reconstructed code was difficult to con-
nect to an observable device effect and therefore difficult to
validate. We instead treated the running application as the
specification, recovering behavior from traces and inspect-
ing binaries only when traces did not expose information
necessary for the specification.

We manually exercised AirPort Utility 6.3.9 and 5.6.1 on
macOS Sequoia 15.7.7, recording timestamped screenshots,
Accessibility-framework dumps of user interface elements [1],
and PCAPs captured with tcpdump [38]. Codex inferred user
actions from the graphical traces and used timestamps to cor-
relate these actions with protocol exchanges. We attempted
to explore the interface systematically and added workflows
when we noticed missing behavior during testing. We began
with one Time Capsule (model A1254), then expanded to
two AirPort Expresses (A1088/A1392), two AirPort Extremes
(A1354/A1521), and one last Time Capsule (A1470) running
four firmware versions from 6.3 through 7.9.1. The A1088
uses the first (legacy) version of ACP while the other five de-
vices use a second, substantially different version. Prior work
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implemented portions of legacy ACP, including individual
property reads and writes, but left many protocol features
and complete management workflows unsupported [57]; we
supplied this material to Codex.

The first PCAP revealed why traces alone were insuffi-
cient as ACP traffic was encrypted. We had Codex dump
symbols from both AirPort Utility binaries, use Ghidra [44]
and command-line object-file tools to follow relevant code
into private macOS frameworks, and attach LLDB [51] to
determine which cryptographic routines actually executed.
Breakpoints on key-derivation and cipher-initialization rou-
tines captured per-session directional keys and associated
them with individual TCP flows. Modern ACP authenticates
using SRP-6a [19, 52], derives separate request and response
keys using PBKDF2-HMAC-SHA1 [33], and encrypts each di-
rection with an AES-128 counter-mode construction. Legacy
ACP instead uses a 1024-bit Diffie-Hellman [21] exchange
before applying the same stream construction. Codex also
recovered ACP framing and serialization, enough to decrypt
captures and construct a compatible client. This selective
use of binary analysis was critical, but we did not otherwise
need to inspect the original binary’s decompiled assembly.

Codex rebuilt the interface in Swift, using Accessibility
snapshots as its primary specification and screenshots when
they were ambiguous. It implemented the protocol in Python
so that the recovered client could also run outside macOS.
It replayed each workflow through Accessibility APIs and
mouse-and-keyboard automation. Each replay began from
a known router configuration. A reusable Python oracle
compared the decrypted packets sent and received by our
implementation with those produced by AirPort Utility. It ig-
nored differences that are nonsemantic, such as timestamps
and property ordering, while requiring the relevant fields,
values, and transaction groupings to agree. On a divergence,
Codex revised its model and implementation and then re-
played the workflow, often for several iterations before we
manually inspected its changes and tested the result.

The oracle itself changed as we learned which differences
mattered. During one Time Capsule user flow, AirPort Utility
wrote a set of properties in one batch, whereas the replace-
ment divided the same fields and values across three writes.
Codex initially classified the outputs as semantically equiva-
lent, but the device rejected the three-write sequence. After
observing this failure, Codex revised both the implementa-
tion and the oracle to preserve the original batch. Transaction
structure may therefore encode atomicity or a hidden state
transition visible only on the device.

Coverage presented a separate problem. An implemen-
tation that matched the Time Capsule traces failed on the
AirPort Express (A1088), which uses the older ACP proto-
col and exposes AirPlay [5] settings absent from the Time
Capsule. We purchased four additional devices and collected
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new traces across hardware families, firmware versions, and
capabilities. The final corpus contains roughly 184 protocol
operations and 144 configuration fields across 6 AirPort de-
vices, including about 2,700 screenshots and Accessibility
snapshots and 57,000 ACP packets across 500 TCP flows.
Across approximately 870 replay iterations, Codex produced
roughly 50,000 lines of source and test code and 650 tests.

Within the confines of the collected traces, the replace-
ment supports both ACP versions, device discovery and au-
thentication, configuration of the same settings exposed by
AirPort Utility, new device setup, error reporting, AirPlay
and disk management, factory reset and disk erasure, and
installation of Apple-signed firmware. Every recorded work-
flow ultimately produced semantically equivalent exchanges,
and we manually tested configuration changes, restarts, re-
sets, firmware installation, and disk erasure on physical de-
vices. The process nevertheless required substantial human
judgment as we collected traces, recognized coverage gaps,
audited the oracle, inspected intermediate implementations,
and physically reset devices that Codex left in invalid states.
Some experiments also caused routers attached to our net-
work to advertise weakly secured Wi-Fi SSIDs, whereas an
isolated VLAN and automatic restoration of device state
would have made exploration safer and cheaper.

Limitations. While this result shows human-guided re-
covery for the AirPort family is possible, it does not prove
generalization is possible across unrelated device protocols.
Furthermore, the official application and working devices
remained available as references, so we did not reconstruct
a discontinued cloud service or recover unavailable external
state. Even within the AirPort ecosystem, we could not ex-
ercise PPPoE and sampled only a small fraction of possible
network modes.

The recovery consumed billions of model tokens and we
estimate that reproducing it with the described methodology
requires four to five days of human work rather than the
months we would expect from manual reverse engineering.
Furthermore, several important parts were completed manu-
ally by a human, including collecting the traces, inspecting
the oracle, resetting devices, and testing the reproduced app.

Generalizability. We think our approach could general-
ize to work with devices whose behavior can be seen and
whose binaries are available. The core part of our approach
is (1) tracing user interface actions and messages, (2) recover-
ing limited information from the binary, and (3) comparing
behavior with the original. However, it is not immediately
clear how to automate all of the intensive actions like collect-
ing traces. The following sections examine what is needed
to scale this approach.
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Figure 1: Our proposed closed-loop recovery framework. Labels indicate human and AI participation in the AirPort
case study. Automating the remaining human tasks is a research goal.

3 Why De-Cloudification Does Not Scale

Recovery requires a behavior model that explains when op-
erations are valid, how sessions are authorized, and how ac-
tions affect device state. A camera request that starts stream-
ing, for example, does not reveal how the device behaves
when another client is connected.

Recovering this contract requires connecting low-level ar-
tifacts to high-level intent. A packet capture shows messages
without the corresponding user action that triggered them,
and decompiled code similarly exposes routines without their
user workflows.

Investigators must connect evidence across traces, bina-
ries, devices, and logs, for example by following encryption
through a binary before testing on hardware [10, 11, 13, 32,
39, 53]. Experiments and device differences can invalidate as-
sumptions, so humans must decide what to investigate next.
While foundation models make it easier to generate explana-
tions and implementations [9, 18, 24, 31, 34, 35, 40, 47, 55, 56],
they still require validation.

Limits of protocol recovery. What we can recover de-
pends on where the obstacle lies. Locally accessible function-
ality may be recoverable through protocol reconstruction
only if the owner can use a replacement application, as in
AirPort. Vendor-controlled authorization may block replace-
ment applications through device attestation, so continued
operation then requires transferring authority. Firmware-
signing restricts software modification rather than external
applications, but it becomes a barrier if independent op-
eration requires firmware changes the device rejects. Last,
essential state or functionality may exist only in an unavail-
able cloud service. Recovering the cloud service’s interface
cannot supply missing state or compute infrastructure, so
a replacement service must provide these. But all of these
barriers can coexist: the proposed loop addresses missing
protocol documentation while transferring control and cre-
ating replacement services address other dependencies.

4 Toward Al-Assisted De-Cloudification

AirPort suggests that de-cloudification can be organized as a
closed-loop process that maintains a protocol model and can-
didate implementation, then asks which next experiment
will most reduce uncertainty? The framework below is
a research agenda for automating the tasks that required
human intervention in our AirPort work for recovering the
features an owner wants to keep using.

The loop in Figure 1 begins with an initial corpus of
traces from users or an agent exercising the original appli-
cation. Starting with common workflows, the agent varies
initial states and inputs while recording the network traffic
and user interface changes. Each trace then links user actions
to the protocol messages that were produced.

From this trace corpus, the agent constructs an executable
model of the protocol. The model can generate messages
and predict responses. It also has internal guesses for proto-
col fields and other protocol features when the traces do not
provide enough information.

To decide what to do next, the agent selects an exper-
iment expected to get more missing information without
costing too much. It can collect another trace or look at the
binary, or it could try fixing code it wrote. The choices made
by the agent affect how long this overall process will take
and how much it costs.

Each selected experiment is evaluated with a behavior
oracle. The agent compares the same operation on the orig-
inal system and candidate. The oracle can compare semantic
packet batches (as in AirPort) or other semantic behavior. It
should ignore some irrelevant nondeterminism like times-
tamps and identify only meaningful differences.

The agent updates the protocol model and replace-
ment implementation, then works on fixing the remaining
differences relative to the original. The agent updates a cov-
erage map of workflows before starting the loop again.

The loop ends with a convergence assessment and a
human audit. Coverage and confidence remain research chal-
lenges, discussed next.
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5 Research Challenges

Reliable recovery requires traces and validation beyond gen-
erating many implementations. Prior work on protocol recov-
ery and fuzzing provides a foundation. Discoverer [17] infers
message formats from network traces, while NetPlier [58]
uses probabilistic inference to recover message types and
protocol structure. DynPRE [37] actively interacts with proto-
col servers to gather additional evidence and refine protocol
inference. ChatAFL [41] uses LLMs to generate protocol mes-
sages and explore stateful protocol implementations, while
LLMIF [54] uses LLMs to extract protocol information and
guide IoT-device fuzzing. Complementary efforts include
REA [43], which connects Al agents to binary-analysis and
application-inspection tools, and PhotoCraft [6], a Rust reim-
plementation of Photoshop functionality built from public
specifications and observed behavior.

These projects provide tooling and examples for inspect-
ing and reconstructing software, while device-management
recovery also requires validating protocols and their effects
on physical devices. Our focus is on combining such infer-
ence and exploration with implementation and behavioral
validation to recover user workflows.

Seven challenges remain before this process can operate
with limited human supervision.

1. Coverage. Ordinary traces are biased toward common,
successful workflows and omit the states most likely to ex-
pose an incomplete model. Random protocol fuzzing can
expand the corpus, but often produces invalid messages with-
out reaching meaningful behavior [7]. An Al-guided system
could instead generate user workflows, vary one condition
at a time, and target uncertain regions of its current model.
Traces from real users can also expose unexpected behaviors.
The open problem is measuring coverage of user workflows
beyond packet or code-path counts.

2. Behavioral oracles. Oracles must cheaply assess cor-
rectness from traces and device behavior, ignoring irrele-
vant nondeterminism without hiding semantic differences.
Manually constructing oracles can require the same cost as
protocol recovery itself. A practical system must derive ora-
cles from repeated executions and existing interfaces, coping
with partial information when necessary.

3. Experiment planning. If the replacement protocol
has a bug, the agent needs to either change the code it wrote
or collect more traces if it needs more information. These
choices affect how long the process will take and how many
resources are consumed.

4. Faithful test environments. Test environments and
emulators can gracefully isolate destructive experiments
such as erasing a disk or making a purchase, but building
these requires first exercising this behavior on a real device. It
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is challenging to incrementally build these when destructive
actions are necessary in the process.

5. Efficiency. Experiments may require restoring state,
waiting for timeouts [49], or accessing scarce hardware. A
recovery system should reuse traces rather than repeat work
after every model revision. Deterministic replay and caching
can preserve normalized traces and prior oracle outcomes,
while independent experiments can run in parallel when
they do not share device or cloud state. The challenge is
deciding which results remain valid after model changes.

6. Confidence and convergence. Matching every col-
lected trace does not establish that a re-implementation is
correct because the trace corpus and oracle can both be in-
complete. Confidence should therefore be framed in units of
individual behaviors rather than for the protocol as a whole.
Test-only traces and bugs across different device versions
can be used to expose when the model is overfit to too few
traces. But we can only be confident that the behavior is
correct for features we have traced extensively.

7. Responsible recovery. While a process intended for
letting owners control their own devices could also be mis-
used by attackers, the research community should distin-
guish between these. One reasonable direction is to focus
on building clean-room implementations of device applica-
tions. Vendors providing local control remains preferable,
but Al-assisted recovery may be used otherwise.

6 When Support Ends, Control Should
Transfer

An end-of-life control-transfer principle. Vendors may
stop supporting devices, but they should provide an exit
path for features that owners or third parties can sustain
independently. They can preserve local operation, publish
documentation, and transfer the authority needed by replace-
ment software. Vendors already possess protocol knowledge
and authority that independent recovery may never obtain.

Incentives and enforcement. Vendor cooperation can-
not be assumed because preserving independent operation
may conflict with revenue from subscriptions or replace-
ment purchases. While voluntary vendor commitments can
provide individual exit paths, and standards can specify in-
teroperable interfaces and ways to transfer control, neither
fixes the incentive to withhold these capabilities. We there-
fore advocate for enforceable regulation requiring vendors
to provide an end-of-life path.

Disclosure for cloud features. When a feature cannot
reasonably be sustained independently, vendors should dis-
close that prominently before sale. Disclosure should identify
the guaranteed support period and any features that will stop
working. These disclosures help with purchasing decisions
but are not a solution for preserving features.
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Vendor obligations are still limited. Some features
depend on remote infrastructure and other ongoing expenses.
As Section 3 explains, transferring authority alone cannot
replace missing cloud services. Vendors cannot be required
to provide perpetual free service, but they should be required
to transfer control when they do end service.

The AirPort work demonstrates that a local management
application can sometimes be recovered without support
from vendors. However, vendors can withhold control, so
recovery is not possible in all cases. The systems commu-
nity should develop ways to recover protocols and transfer
control, while vendors, standards bodies, and policymakers
should make exit paths the default.

7 Conclusion

Cloud-tethered devices should not become e-waste merely
because vendor support ends. Vendors need not operate ser-
vices forever, but should support local operation and release
the information and authority required by replacement soft-
ware. Foundation models make independent recovery in-
creasingly practical, but dependable de-cloudification still
requires better trace coverage, behavior oracles, and con-
vergence confidence. Al-assisted recovery should remain a
fallback, but not a substitute for deliberate end-of-life design.
Support may end, but control should transfer.
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